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Image scrambling algorithm based on three-dimensional affine transformations

WEN Chang-i"® WANG Qin" DING Hua® MIAO Xiao-ning” TAO Chun-sheng”

1) School of Computer and Communication Engineering University of Science and Technology Beijing Beijing 100083 China
2) Second Artillery 692 Factory Office Luzhou 646605 China 3) Air Force 283 Factory Office Beijing 100854 China
4) Air Force 218 Factory Office Beijing 100009 China

XCorresponding author E-mail: wenchangci@ 126. com

ABSTRACT According to the features of digital images a kind of three-dimensional scrambling and encryption algorithm was pro—
posed based on two-dimensional scrambling transformations in a finite integer domain affine transformations and integer lifting trans—
formations. This algorithm applies to images with any length and width or at any length-to-width ratio. The feasibility that some parame—
ters of the transformation matrix are negative integers or decimals is taken into account and the method of parameter setting is explicitly
shown. Real number is used in the algorithm which expands the space of parameters scrambles the pixel positions and changes their
values makes the scrambling result better increases the periodicity of scrambling and improves the security of digital image transfor—
mations.
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Fig.1 Effect of pixel scrambling: ( a) plaintext; ( b) Ciphertext 1;
1.3 (c) Ciphertext 2; (d) Ciphertext 3
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1
Table 1 Scrambling number and peak signal-to-noise ratio
2 2 1 2 1 2
244 x 178 660 660 84480 337920 10.7354 10.7805 8.4580 8.4307
193 x 161 264 264 473088 473088 10.9703 10. 9873 8.5574 8.4872
251 x251 125 125 16000 4016000 10.7774 10.7706 8.5921 8.5954
227 x 151 8475 8475 1084 800 1084 800 10. 3306 10. 3475 8.3665 8.4354
195 x201 132 132 33792 101376 10.3763 10. 3471 8.4003 8.3680
195 x 199 132 132 33792 33792 10.4197 10.3612 8.4163 8.3424
2.3 2.
v; L p(v)
i
H H= - % p(v)logp(v).
2
Table 2 Information entropy and similarity between two images
2 2 1 2 1 2
244 x 178 7.5432 .5432 7.5432 7.9952 0.5238 0.5288 0.1956 0.1905
193 x 161 7.5199 .5199 7.5199 7.9940 0.5504 0.5521 0.2163 0.2035
251 x251 7.5702 .5702 7.5702 7.9966 0.5628 0.5621 0.2768 0.2774
227 x 151 7.5750 .5750 7.5750 7.9941 0.5077 0.5096 0.2262 0.2384
195 x201 7.5833 .5833 7.5833 7.9949 0.5124 0.5091 0.2315 0.2257
195 x 199 7.5816 .5816 7.5816 7.9948 0.5140 0.5075 0.2292 0.2160
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