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ABSTRACT With the rapid development of e-commerce and network finance involving the Internet, hundreds of millions of online
transactions are being carried out on the Internet every moment. Guaranteeing the security of these transactions and realizing the secure
storage, exchange, and sharing of massive transaction data have become paramount. Blockchain is a practical technology recently
proposed to solve the above problems. Through P2P network technology, distributed ledger technology, asymmetric cryptography,
consensus mechanism, and smart contract technology, blockchains can ensure data integrity, nonrepudiation, privacy, consistency, and
other security protections. Hence, it has attracted wide attention from academia and industry in recent years. Starting from the design and
demand of blockchains, this paper first expounds the basic concepts, features, and typical architecture in the current blockchains. Taking
Bitcoin as an example, this paper also explored the various proposed structures and the corresponding mechanisms, including block
storage structure and tamper-proof mechanism, transaction structure and scripting language, trader identification mechanism, and
efficient network transaction propagation mechanism. Moreover, several current mainstream blockchain consensus algorithms were
described according to the categories of proof-mode, Byzantine-type, traditional consensus, and hybrid consensus. In addition, the latest
developments in smart contracts were discussed from some aspects, including concepts, organizational structure, the relationship among
modules, as well as execution approaches and processes. Finally, the main security challenges faced by blockchains were summarized in
order to systematically grasp the developments and trends of blockchain technology.
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X Bk 5 ( blockchain) A48 & 1 K i BLAE 2008
At K B ( Satoshi Nakamoto) & 3 i { Bitcoin: A
peer-to-peer electronic cash system ) M. 3% SC#E H LA
X B il 2 R Ry Bl (%) L 47 T (Bitcoin) & Geth 42,
PRCESTE S R € R 74 =0 S W]
HENL T — AR AN A (P2P) AR 1 43 A 2
e RGP, AR L ST B ROTT A i 5 =07
SR T B3 1T58 Y. B LR T M 2% 248
KMFE BT 5 AR, WA IIE B TRk, [F
I, FORE T A IR SR SR E W5 R 177 AR
SRVEP, I 44 Ry X HEE T HOR, 2 5 R T
FOR XA, XA 2 X B 1R & R i 4 — [ e

VT JUAE, B A Xof DX B 2 AR 1 AN W 48 2R
e, BT — e A FOR R, Ho, BT 52
Ty WA J2 LA BE A2 2 =5 55 14 [R) R, — P BB
“RRES 27 BT B DX B AL R AR T, R RR
B AU HRBEH R, HAT, X B S i M Y
BB AR, BB BB E . 570 e, ik
IS Y5 1) 45 2% o 450 dsl b, 8k 3 B0l 55 19 1 80

AR SCE S DN IX B BE Y BRI oK H A, ) B
T DX BB B R R AR A S R AR B it 2
8 HK, LR T A B E A0 40 1 DX op 45 A
DL, G4 X BREhH 5 B B Ll . 22 5 45t 5
JATE S . 25 NGBy S5 . LA M 45
RUSE oy AL B ML &5 i HL, % BRE B 2 | FE o 2
B ARG | KR A RIS, PRI ik
T RETIURD F A X LR A, X e
BARMEE . HAGM RO R DL AT Tr
NG HEFEIAT T8 S5, 0 DX PRk I Y 322
LAAPRMIEAT T S, T Ik B R G A R X R

5 XU 1 A SC ZR 3R 1 SCHR [9] A L, A
SCHE i A 2 T DAL AR A8 5 R )RR DX R R AE L
T HE R R AR SR G Fe . il n, STk [9] ) E T M %R
P ek PR, & HOR 2 A A A X sk
WEAFPE TR, JF TR A T X ek g e 3, ik
Ot BEEA . TR ARG LA
PR M B 44 A SCHR [10] A0 [11] S ) B
5 X B BE T I 04 22 4 Pk SRR ], G 51% Mo
Gy XA, PR IR, 3 ) i I R R A UK
AR, AR 0] 4% 5 SCRR [S]FR [12] Dl o T DX
HERY N, G DX R AE 4 A L Sl SR L BRYT
AR . IR A B4 A 7

1 RPgEEA A

X BB HA Ll . ANnT B kb | Bl i
HPE | 32 5 AT B U 1 DA R B A2 1 A R PR R IE T 58
51 80 0] L AE AT ] B (8] FAT: o] Hb 0 2R A T, S8 T
5 5 By et 25 Ry BRI, R B sk 52 5 X7 A
T2 LA

X BB (1) 3 S8 PR R T e 1Y S Al 2R A, X B
BEFLRHARAY BRI AN 1 R . — MR U X BB AR
G5y R HAST A, 3 B R R L R R
2. B2 A L)

B 2 R X HBE I8 o (A P i A R
BIANAEXS BRI . B 5 KA (Merkle tree) DA S G Ay
PR B3 A B A 1 B A A 28, DA ORIE DX Bt 55
P RS A ] Sk

Do 2% 2 45 X B % IS 2 10 P2P W) 4% 41 4Lk Ok
If H AR LR AE 5 7 45 b 3 H, DL PR RE A% K i
F I8 UESE 7 1 TE A

R B R RSB H Y. SR TS T A 4 B v B T

woE | mEte | [ sem | | EEAY
sz | wamke | | mwwwm | | suw |
et [ fERGED] (Pow) | | RGIED] (Pos) | [ Jubtingig: |
W2 | P2P% || Zif | | #mAmm |

| maexye | | eeml || BT |
R [ mawt | [ MekeWt | [ ximmm |

B 1 U AT

Fig.1 Architecture of a blockchain
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T X 5 Ty PR R s R, B R 4 R
I ) — Sk

W JZ Y T RE R 4R A — 5 AUl O7 5K
FL I ) 2% R AT SRR S S X e v X R
A RN UE T AR, DARIIE X BB i AR e 1517

B YE AR X IR AR R — R TR E
ALPRAT AR B 122 10, R T2 4% 10 Al LT A 4 1 X
BRAE 1) 25k S BRI

A SCNEHE 2 A, 5 L = A X R 1Y
Ko X B BEE5H . Merkle B RIZE 5 55, S DU
I X HUBE 45, 2 09 9 4 X Rk LR Az
W, NG XS A E PR RES A
JEIAR , S5 - A 4 DX BE 25 11 T I ) PR CRIHL
S\ S R

2 XREHIELS

XA T bR A R e, R T
C K S AF BB AY, LUe ik E g S %= 1 &£ 47 .
AR A8 Gy R A AF, DR mT AR R 43 A = Ik
(distributed ledger) &G FEAEAG LA I, B
X B SR X e B Y A A BB T, B XSk (block
header) . 3¢ 5 (= ( number of transactions) FlI [X 1k
PR =8B 4 2B, X HAAR Y 9 25 5502 228 7 1) 3% (list
oftransactions), 345 Coinbase 325 FI 132 %) (regular
transaction) , W&l 2 Fr7s.

XL R AR & T E— D IR {F
S AR R SR X B 45 B LA S ) Y A5 A
B, 22 5 B T B X AR b AR 52 5 A3
XY RS TIZX I A S5 S

Xk FEAAFE: A S (nVersion) . Bl —1~
X He {5 7 (. (hashPrevBlock)., 24 Hif X e T AF & iiF
HI % B br e B (nBits) X4 {7 X 3R A9 A= B B 1)
(nTime) . H T T4E & Uk B 5335 1% i AL (nNonce)
DL e T 56 UE DX B AR 22 5 14 W A BR 5 JR B 4 AR
(hashMerkleRoot)!"”, HARZE R 4N E 3 Fir7s.

DX B vl >R IS 7y R (SHA256) #E47 1

Previous Block Header

nVersion

hashPrevBlock

hashMerkleRoot Double

nTime

nBits

nNonce
J

Block Header

Number of }

80 bytes

Transactions n Varlnt(1~9 bytes)

Coinbase
Transaction

Regular
Transaction 1

Regular > List of Transactions

Transaction 2

Regular
Transaction n—1

J

B2 sl
Fig.2 Structure of block in blockchain

s B, RIKE AT B B 00 I 0 2508l 20 3 v A s B8
Jo iR 256 67 (32 15 ) 1Y R i ok G2 — At A
PO, A 3 R, A DCHOR L XSk 5 B
7P (Double) F v iz 54 i 45 1) (Y 25 SRR 3% X
Pems A (d. 38 H AR —BUE B R A i — s A
18, BIAE 2 2028 5 8 P AR A — > LU AR, w4351
AL HE AN I A B T B0 A% 22 0, T e A (Bl 82 (A
[F] A i A 27 2R A (R e A () 1) RBE 3R S A IR 1
PA] 1k DX R e i (1 T DA 22 4 s g TA R 2 DX R 1) i —
FRIRAT.

X B 3k #1 ) hashPrevBlock 7 B AL 5 X B g
HE— A XCHe 0 08 A {8, B A A IXOHAR BE
hashPrevBlock B 1Y P 25 4 I ik 422 S SR T2 1 IX B
B, B T2 SRR A% B A SUITIA T, AR X
Hf5 B8 shORR 2 5 805 2 A (8 1) 22 4k, 1 i
1L S WTIE AL, AR Pk T DL B ml . A I,
PRS- e o

X Ht 7 1 hashMerkleRoot 7 Bt A7 i T H1 X B
A v i A 52 ) ) B ) SR T R R AR Y R, R
T R AR S — A LAY ) SO PO A AR
] e DA R s L e, JErE T A AR

Block Header

nVersion

—» hashPrevBlock

hashMerkleRoot

 SHA256

nTime

nBits

nNonce

B3 MBI FR

Fig.3 Relationship between two adjacent blocks
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FOPT A 15 R A U A (B, T R A T %
DX HR DA 4 JT A 52 oy 1) s A (L, — 4> 58 5 o B — A

M35 5. QA 4 R T — AT B T IX BB
FRT R T A B B 45 A

| A= Hgllh) | | = Hgllhy) ]
| hmH@) | [ hemH@) | | heHw || h=HG)
A A A A

f b

t t

B4 BEORR
Fig.4 Merkle tree

4 W, to, 11,0, 838 5, || RN E B A

5, H (x) T 275 X SHA256 pR %, Bl
H (x) = SHA256 (SHA256 (x)) (1)

W A (E R R R AR 1 R A AR kR v JR AR
to, 11, 1o, 13 VU ZE AE By XoF 17 38R T K W 19 i1 i, i ]
W A PRECH (o)X BB 28 Zy AT IR, 0 A5 21 6 A
{H hoo = H(to)+ ho1 = H(t1)+ hio = H(t)F hyy = H(13),
T BR m R W AR T R A E S TR Y R
B4 FL R BB 0 ) A R B I A L, T DG o X A
AU A (B AT P 5 IE I A, 53008 UG A B ho F1
hy, 555 ho 5 AT WP G O A, 75 B0 AR XCHR i X
D7 1) B8R 58 IR AR b, ARG TR IR X B X e Sk
T3 BR SRR I — A S R U AT DL R AR B Y
VR LR,

g5 FRTR, G555 o B A LB, Bk
X M () FE 7 SR AL T X 38 B B aE — BOhEA 5
FSE M UE DR 1) 4. X s b SR A 58
OB T S s T B DXCE B Y i X e pd
5 Ty B0, W A B 2R BB I IE A% T A5 A B 2
— 3, AR AR AR S L RS Sk Spk R .
W, BRIV R RAIE T 28 Sy il s 9o ok

3 XR#EXH

[X e 4% 7 R A9 4% 0 FE Al 2 X6 32 5 (transaction)
B SR, A8 i DX BB 28 S ] S BB B 7 A
e AR KRS, AN LA HCA T R %
HAZ 5y G5k 32 5y BAS BEA T RIS

R R — A58 AE 5 i LU o
KHI B : 28 55 WA (nVersion), fif A (tx_vin), % 1
(tx_vout) F4E B[] (nLockTime), B & 5 . H
T (tx_vin) T B A 32 5 i IR AL Y Y

KAAETE vin[] H, #vin HIRF R AL 5 B9 48,
s (tx_vout) T Be b 1 th 22 & # B A ) =X
FEEAE vout[] H, #vout F >R 3R/t 58 7 I35

&5 o3 R PR, —Ffi & Coinbase 28 % , iX Fi
Lo R B AR, —MEE s,
B DA ZAmAMEZA . LR E LS
oh R B R R — 2B A ) 1 AR R, e —
A Ty i AR BRI B B b — 58 5 my s, B
LB —2E 52 Zy #R AT LASEAT 1) 17 0 5, DA T 4% 3 B
AL oy W T A D S 5k

2 oy AR TR 5 & AR B LU R T B 28 5 2 A
M4, B — P R T B Y A A 35 7 (scripting
language) , EL A fij B B | A5 B SRR A, O
HIHRARE R 581, A RS54

M- AT S R R, B — A
(vin) P& A5 7915 (txid) FIFSEIA (scriptSig),
o i I AS 5 A A 5 R B e (vout) HR Y B E
JAS (scriptPubKey) [R] B #4047, DT B8 TIE ( Verify) X
EX G BA, WE 6w, ffpiA & —4
“fifp e B A E IASTE — M e AR
P RAF A, e e/ e 2. B AR
—AHCE AR LR R, ERE T AR
A6 2 3K 2 i H0 A 0N Y SR A R TR T
5G9 1 2 3 ok ) B PR T 0 A R i A A AR SR B ik
— B Gy, WA A A T R A S, DU
NG A S AR IR0 ST B8R, R 58 5 Ak
B — 7.

ZE AR 5 AR5 ) 2

(1) Pay-to-Public-Key-Hash (P2PKH)

a) OP DUP OP_HASH160
< pubkeyHash>OP_EQUALVERIFY OP_CHECKSIG

scriptPubKey:
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FBAAR e i
. Int s . SN
nVersion (abytes) | ZIMEIA CHEDRL) .
. Varlnt . SN o
#vin (1~4 bytes) vinH Y EE S A R
unit256 s P
hash (32 bytes ) A2 5 B USHA 2561 Aiv fH.
Varlnt p e N R
n (4bytes) | MhashfHAE KIS A i 053
x vi
v . . Varlnt s B R L YRS -
vin[] [scriptSigLen (1~9 bytes ) scriptSig B, AT R 5.
scrintSi CSeript AT ERS M (hash, n) MFESE
Pi1g (Variable) | Z{FHIHIA.
unit P A =)
nSequence (4 bytes) LA
Varlnt e ot
#vout ( 1~4 bytes) voutH1 138 Gy i tH R
it256 . . -
nValue (3 bytey) | TR BEAE SR LERFT
tx_vout Varl
vout[] |scriptPubkeyLen (4 ,s; tzts ) scriptPubkey F B IR E, AT Ry B
) Varlnt PR e, LA L) RRAR H
scriptPubkey (1~9 bytes) TE ST A8 S TR S A BRAR.
AL.ockTime unsigned int | 35 BIBUERTH], — B HUE ],
(4bytes) | ZHHPBIETT AKX A,
B5 W
Fig.5 Structure of regular transaction
Transaction Transaction
vin vin

J-E txid

4&

vout

. L—1
scriptPubKey @~

vout

scriptPubKey

A scriptPubKey

scriptSig e ol i 1k .
(fRaig ) A (BUEIA)
N A
4 N N\
<sig> <pk> OP DUP OP HASH160 <PubKHash>

OP_EQUALVERIFY OP_CHECKSIG

Beo WM MA

Fig.6 Bitcoin transaction script

b) scriptSig: <signature> <pubkey>

P2PKH( Pay-to-Public-Key-Hash) J& f% & FH 1 58
Sy AR, T 10 A B hE ST RO 9. i 6 B
7, R BIEAR Hy <sig>%5 44 5 <pk>22 B 4 A, B0 JAD
AR 5ty — T £ M Ak A 4 Fll <pubkeyHash>2 £ I 7y
L, 2 B A o I A PR E AR, R0 20 71
LU AR T ik S PR 2 B %A 6 A i3 4T Base58check

G BT K, I LA 201 A 32 b ik %) RABH A RE R 4
JE JIAVAS fifk 1.

(2) Pay-to-Public-Key (P2PK)

a) scriptPubKey: <pubkey> OP_CHECKSIG

b) scriptSig: <signature>

P2PK J& P2PKH i (LB 3, (HAS#H T 81 58
Yy, By P2PKH JEAS 81 22 42 (8 2% B 7k i th T



- 1366 -

TRERHEZR, 5 418, 5 11l

SEZHIAZBR).

(3) Multi-Signature (MultiSig)

a) scriptPubKey: M <pubkey 1>...<pubkey N> N
OP_CHECKMULTISI

b) scriptSig: OP_0 <signature 1>...<signature M>

Multisig o V7 7€ JLA> b hik 2 [a] M =2 50 52 9% 7=
AP . TERIER A IS, AT LS S 42 0 58 7 1Y 2
B, LA 2 A RS A2 o P it 1) B R

(4) Pay-to-Script-Hash (P2SH)

a) scriptPubKey: OP_HASH160 <scriptHash>
OP_EQUAL

b) scriptSig: <signatures> <script>

P2SH & — B & 1 A JIAS 0 75 (L ) B AS
AE AT A8 2L A8 2% P2SH 28 AL g ) 1) 52 &) ifs 2 f L DT
e 12 M Ao (L F) DA

(5) Data Output (OP_RETURN)

a) scriptPubkey: OP_ RETURN <data>

b) NO scriptSig

Data outputs # # H] T [n] X B b 5 Jin 4 Sh %k
i, — B R/ I 40 T

4 XBR§ERM

X Bl 37 e A P AR L XS A A (P2P)
W2 S ftk -, FTSZRE A ERVEF NAT RN B H %
AR I R v ) IR 55 43 BCTE T T
e, A5 B A i RN R S5 ) S B AR B R AE YT A 2 (]
AT, o PR AR &5 a8 A A, e T AT R
.

DX BB 42 4 AR R AT 43 A N Bl R B B

ONTAG B TE 45 A 0 1 IR /N T SRR D (small
world model) . 245 B ELAT FRAE B AR K BB/
RE RBUSRMFE S, TEXHER M 25, Bt H55
BB (6 BRI SR ATk H) H 095 s, A
AR TE T 28 5 A5 J8 78 K BASE IX BB X 2% (10 J77 LA
) PR R m R, AN R
SR B RN R AE {45 DX B AT DL S A
2 b (9 B P AT R, I R M 3E 5y, ST b
W 22 T B30 3 Ao 0 I Y A X R T AR
IS4 PN A B0 [R) 26, Sk R X % S04 1
faOH-ME | SR I — SR B R T R4 JE T

HX R Bl I 4 3 P45, BT T AR B
Y. BEAST RENS A B R UL P, s, P
DMANEE AR, B (BREA/REH) FE. 52
7 AT ] T B A I A RS A TR, R A A YT
SO EBCE e L A B I A

5 Hi0E%

51 HIREEHE

B 1k (consensus algorithm) J& 8 7£ £ 7 13
[F ARG T T A 25 07 M55 A7 45 F ik il — 2
G py R PR 2 0 T Ok 4 A =
ARG — 3, fEX e h | ASHRBE R B
AT U A Sy A R A i 2R v ] R B Y
“He g€ () Y, gk 2 [ B 22 A Heplk o [\ Y
P 2 3 m A B 5 A 5 3R rhomn g R 9 4 2R e X
(forking) 7] f%), & 7] G 23 7 BOW FE £ 9% ( double
spending) 5 22 &y ToRL I XS .

X P i JH B R s ot A AT 4 M LR
JLE:

(D IEFIZE: &0 BAEUE @R ST IE A 2
FLATFEFP 8 7 5 S8 i T AR A Be G ik @ ik,
18 IR R T8 i — S DL P A ) T B E )
SR 2 T A B AR R DL R TR R
( proof of work, PoW) P 4 25 I B ( proof of stake,
PoS) P74,

(2) FE GRS DLFE & 2 B sk Al 4 A
SRE, AT ATE R S R LAY R B SR A s
FITA A5 — R AR S LS. H DL A 5
FHFE & i 2548580925 (practical Byzantine fault tolerance,
PBFT) ™, Algorand 53721 4§

(3) fe g RS AL Ge o A R Ge i) — Bk
I S VA 5 R R S W 1 = 7 S A g =
THA S HFFE 5 BE 2 5, BV 25 800 5 8 MR Ph 1
Bt B FE R AL LYY AT Raft B8P0

(4) IR A Il H 2R UL TR A 1K
KB EHT 5. il PoW Fl PoS R & 1) Casper
BB Raft 5 PBFT Ji-A 1) Tangaroa 5302 45,

DA JL/IN ] 2 ) R A 46 T4F & ik B, A4
UEBA, 52 HFE 5 R 25 45 F Algorand 7E N 1 JLZEAR
FME IX Yo HR Bk
52 TAEZIEE ( PoW)

PoW J& LU RE 1 rb il iy R B, HAZ O
MR 1 s T RIRE T, BB ) ok S A i
ORI Jily. 583 S B I 78 X e Sk o A [R] 1) B
MUE, TH3 X e Sk e A (A, B2 e ra A (i /D F ol 55
T HbR{E, i Pt 7] B850 3 B2 AR 4287 (mining) .
20 A 5y WA A0 TR, S — 0 AR BCY R AY H AR
6. HARMETRE A 256 A iy —#E H %05, &3
nBits JE 71 32 i BB RIR, BRI 8 4> 16 S %k
Oxhohihyhshshshehy %%, THITHR A
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T = Oxhohshahshghy x 28%©xoh=3) (2)
& V1 H b A 7E At X He B B e
0x1DOOFFFF, 2 J5 4 2016 N X 43 J5 £x Hop i
HARE, 31 H AR E Toew M 1T 5 2 2016 S He 1L 2%
(1) ik B[] g AR B AR 0 — A BV E Toa
K. 14x24x60x 6042 14 d B9 EAPEL, toum e 46 22 1K)
SEBRFPEL, W Toen 115520 205y

tsum
Toow = ——0m T, 3
mew = T 2 A% 60x60 o4 (3)

8 R BEALE, BDIE 3 H 1Y nNonce, i
18 H (Block Header) < 7.

2200 1Y 57 85T LAY — A BRI AR — 4L
w R AR A, Pow HAR IR .

(1) 7 w0 — B B ] P 4 o R Ak 38 ) 52
Sy Yo UE IF 38 L 50 E 1 28 Sy AT AL, SR 5 TR X s
%% 5 B hashMerkleRoot;

()5 ST HAsME T, ¥ HinMEREE(E S
hashMerkleRoot 55 H: il 57 Bt 2H 5 X 3k, If %
80 F 1 Y X HSLAE Sl PoW B HE I il A5

(3) AW A8 B e Sk v (g B AL AR, X AR TS A X
Yk O E SHA256 W& Ay iz 58, 5 H AR (B A5 L X,
WER/N T2 T HARE, B PoW 52 18

(4) B 7 0K R X e 4 ) 4, Al
SURE B0 IE R A A A RN, S 55 A R, DK
Wk X3, IEMEM7EC A X EE 2 )5, s AT
5
53 MLEEIERA ( PoS)

PoS J& s 1 T (PPCoin) B ffi i (i 25005,
¥l AR JEAE PoW B 3EAE I, M Idl 4% PoW THEE M
A TAE &, (B E — B E R mS S
20 RMERE, 4200 ME BE R IX Bk o T A AR
TR 54 A AT ] SR B R L.

207 2 07 KON Je RS T AR AR A AR
M A B A TF 8 B bR, THEZ0 1 Z 2 H
VA, TR TS A R AP 3R, PoS AT
5 PoW 2L, HIEZ T idk Mg, FH Mgt
HHEIE B E R .

54 ZAFLSERHEEE (PBFT)

PBFT 2 JF I 3 H Hyperledger® {iff J] iy 41
Bk Z—, R R, RN T R
BB, MECT R AL S E. Bk
3f+ VTR, T RVE L AT R R R AT R
A UL By BOR AT AR,

(1) IR B BE: % P ) RS540 19w R 41K

(2) WHER B BE: 90 s OE K5, 4K

WRAE — > T3 91045, 3577 1) At AR 55 28 1 A5 %
ToAE AT B, HA R 55 2% 5 S B W) R 4R A7
15K

(3) HEA B B MR 55 2% 710 s B4 32 18 oK,
i) HAh i A R 55719 50 R HE A TH S, JF ACH At Y
MEZWAN B, FEWRERf+ 1IRHE R, MR KL
BT RS2 R, Wk AR AZ B

(4) $E32 By BL: Ab F 3 3RS I B4 s 4B 1]
I 55 g v B AR A Y SRR B AS I R, TR,
SRR S 287 U B 2F + 155332 B, WAl LLIA K
KEHW SGE IR D206 K. AR5, 15 i
T RIH B 484, IF & 3% MmN

(5) Mg Ji; By B = 2% 7 i S5 A o AN [] 775 A5 124
N, A A+ 1 A [, D032 e iy B Sk B 3k Y —
4
5.5 E T Algorand AYFLiR 1L

Algorand /& — Fj 87 AU (9 FE 4 g2 JE Rk
Algorand &% it H A5 J2& W — FP R REFE, (K7 S
AR, BrGhRe r s RE T, T
IKFXA B R, R T LR EORP,

(1) 7T 58 3E BE AL 2K %X (verifiable random function,
VRF)P7L VRF & —Fi i BEHL pR 2L, e 4 5 R B
iy th IE AR A N T AT SRR IR . 25 i AELx 5 R
SKA] DL 15 2| bR B0 {H y = Fsx CoFTiE Bl p. i H x.
PRI BIPK, B AT 2 SKHt Al K A y = Fsk (%)
B IE B, B OS5 B SKR {5 B A VRF il
BOE 1Y HARMA A A B 2 sk BB 120 i e IX
Mk fl PG 2R TG A (B 38 1 1) RE VR YR 2%
(] A

(2) TR S8, NP hREPLEIRZ
SR, 1R 2 B s B R AT R, IR B AR A, T
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Table 1 Comparison of consensus algorithm!**!
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6 HRESY

6.1 FHEEFAHIR

BB A 24 (smart contract) 3X S A E i 15 40 38
TR 2 % I (Nick Szabo) 76 1995 4F 42 Hy 1Y,
flgh R BE A I E R —E DT IR A 0E
SC 7 (promise) , I & 295 5 5 v LLFE LIl

AT X LR I L.

ISR BE A AR & B IR T A Bl
PAT RPN B S B RE S 20— O BT
X HefE Al LA shaT s, Baes ARy
A AR | BRATAR SRR X B AR e = M
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Fig.7 Execution process of smart contracts
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Stacks (%)
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<pk>,0P_DUP,OP_HASH256,<pk_hash>,0P_EQUALVERIFY,0P_CHECKSIG <sig >

OP_DUP,OP_HASH256,<pk_hash>,0P_EQUALVERIFY,OP_CHECKSIG

<pk > < sig >

OP_HASH256,<pk_hash>,0P_EQUALVERIFY,OP_CHECKSIG

<pk >, <pk > < sig>

<pk_hash>,0P EQUALVERIFY,0P CHECKSIG
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Fig.8 Transaction validity verification process
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