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ABSTRACT Artificial intelligence (AI), especially the rapid development of deep learning, has a profound impact on various
industries and has continuously changed the traditional production methods and lifestyles. From passive learning with computing power
to autonomous learning and enhanced learning, the development of machine intelligence is largely due to the innovation of the Al theory
and practice. Al has also had a far-reaching impact on the military field, as it has provided modern warfare with new features such as
intelligence, interconnectedness, and destructiveness. Winning in a military confrontation requires not only machine intelligence but also
human wisdom. Therefore, human-machine collaboration would combine the strengths and complement the weaknesses of human and
machine, which is the key to victory in the increasingly complex war environment. How to achieve a high degree of hybrid
human-artificial intelligence to obtain a good result of “1+1>2" is also a problem that needs to be further explored in military conft-
ontation. This paper reviewed the application of Al in military confrontation as the starting point and highlighted the important measures
and achievements of representative countries in the use of Al technology in the military development process. Moreover, we analyzed

the development status from the two perspectives of confrontation strategy and the three-tier architecture of the Internet of Things,
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revealed the shortcomings of using Al in the current military field, and analyzed the development trend of hybrid human-—artificial inte-

lligence in military confrontation. We also presented three possible technical schemes and detailed explanations and finally proposed

future research directions. We believe that the future development trend of intelligent military may be based on the hybrid

human-artificial intelligence, which will further improve the adaptability of machines to the combat environment and reveal the merits of

the integration of human wisdom and machine intelligence; this integration may be the next step of Al research in military confrontation.

KEY WORDS artificial intelligence; military confrontation; Internet of Things; hybrid human —artificial intelligence; technical
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Table 1 Summary of typical methods in intelligent defense

Research angle of . Citation
intelligent defense Method/structure Main technology number
PixelDP DNN ) Addmg noise layer to the. orlglng] DNN; [5]
introducing cryptography differential privacy
Data anti- Defense distillation model Redesign of the DNN; new architecture based on defensive distillation; [6]
interference flexible setting of distillation temperature
ADV-BNN Modeling randomn(_:ss in AB_ayesmn neural network; 7]
constructing minimax problem
Leader-follower strategy formation Leader-follower strategy [9]
Arbitrary sw1tch1ng of multi-agent Multi-agent formation control chart [10-11]
formation
Intelligent Multi-robot fO@athn and formation Omnidirectional vision [12]
. switching
cooperative
formation Immune multi-agent network Combining biological immune system mechanisms with multi-agent approaches  [13]
Sw1tch1pg formiatlon and topology m Gradient estimation [14]
cooperative multi-agent source seeking
Distributed cooperative control for UAV  Distributed cooperative control protocol and implementation of error system [15]
The deﬁmtlon. and frame\york of UAV Layered perception and avoidance process [16]
perception and avoidance
Intelligent Vision-based UAV perception and  Target detection combining image threshold method and frame difference method [17]
avoidance avoidance system and based on the artificial potential field method to avoid target

UAV perception and avoidance based on
multi-source information fusion

Multi-sensor information fusion technology; multi-modal image technology [18]
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Table 2 Summary of typical methods in intelligent detection

. Reseﬁrch angle .Of Method/structure Main technology Citation
intelligent detection number
Threat assessment based on the preferred o

value of threat degree Fuzzy optimization theory [19]

Risk assessment Information security risk assessment model Knowledge and fuzzy logic [20]

Risk assessment model of information Combination of genetic algorithm and 21]

transmission security neural network technology
. . Interdisciplinary fusion of microwave remote sensing
Environment-sensing radar hnol d AT technol [22]
Environmental perception technology and Al technology
Integration of Al and radar technology Cognitive recognition [23]
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Table 3 Summary of typical methods in intelligent attack

Research angle of intelligent Method/structure Main technology Citation
attack number
Cooperative combat system action planning ~ Agent abstraction; using the MAS theory in decision process and [24]
method based on multi-agent system lanning strategy of master-slave overlapping structure
Attack behavior modeling Anlicati £ multi & ¢ yt P e &y pping
pplication of mutti-agent system Fusion of multi-agent system and complex adaptive system [25]
in combat simulation
Intelligent database system Integration of database technology and Al [27]
tructi f milit inf ti t .. . .
Fast data transfer and on- Construction of military information center Data mining, data fusion, and other Al technologies [28]
demand shared distribution based on data processing
Multi-sensor information fusion Data-level fusion, feature-level fusion, and decision-level fusion [29]
Situation awareness based on radar Design of radar network based on situation awareness 30]

network in cyberspace
Attention mechanism of battlefield
situation awareness

Situational awareness

framework in cyberspace war

Introduced attention mechanism into situation
awareness decision and action

[31]
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Table4 Summary of typical technologies of perceptual layer security

Research angle of Method/structure Main technology Citation
perceptual level number
Internet of Things authentication Symmetric encryption mechanism based on Hash [33]
S it and key management
ensor securi
Y Public key authentication scheme One-way Hash function used in public key authentication, (34]
for sensor networks and Merkle tree established with public key
DiDrip protocol Distributed design anq using dlfferer.lt security (35]
parameters to improve security
Cross-layer intrusion Fletectlor.l in wireless sensor Fusing cross-layer features such as the MAC layer and network layer [36]
network using mobile agent
Access control of wireless sensor network Design of a THC algorithm; introducing the Merkle [37]
Sensor network based on information coverage Hash tree and one-way chain
security Access control of wireless sensor networks Integrating Hash function, message verification [38]
with strong anonymity code and other technologies
Data and key privacy protection in data Organizing nodes in sensor network into tree structure and [40]
aggregation of wireless sensor networks encryption in homomorphism
Apphcatlofl of chaotic sequence cipher in Improved chaotic sequence cipher [41]
wireless sensor network
Multi-sensor information fusion predictor Based on ARMA 'mform.atlon quel and augmented state space [42]
model combined with two kinds of variance formulas
Multl—ser.lsor data Fuzzy method of multi-sensor data fusion Feature extraction and fusmr} based on fuzzy method [44]
fusion and membership function
Super dimensional data fusion Feature and decision fusion by maximum rule, neural [45]
in hyperspectral sensor network and other technologies
= —1 3 S Ay NS RN I
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Table 5 Summary of typical technologies of network vulnerability assessment and security situation awareness

Network vulnerability assessment and Citation
S Method/structure

security situation awareness number
Multi-agent network security model Using a two-tier multi-agent framework to integrate Al to monitor resources and attacks [47]
Prediction of network security Based on an RBFNN neural network and the integration of the cuckoo search algorithm, simulated [48]

situation based on RBF neural network annealing algorithm, and dynamic discovery probability mechanism in the neural network
Time series prediction of network - . .

P W Prediction method with support vector regression [49]

situation awareness
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I8 el i 19 K i3 48 (K-nearest neighbor, KNN)
SR SIS SO A 28, M O TR R AR D R
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Table 6 Shortcomings of Al and the associated problems in military confrontation

Defects of Al

Possible problems in military confrontation

Unable to implement complex reasoning
Support from a large number of samples
Essentially a software program
High requirements for computing power

No social history [51]

In the face of a complex battlefield environment, reasoning is likely to go beyond the scope of
Al understanding, resulting in “thinking” stagnation.
In the battlefield environment, data collection and processing speed may not meet the needs of Al,
and the good self-learning ability of AI cannot be reflected.
There may be defects in program design; errors may occur in high-intensity use,
or the program may be attacked and interfered by enemies.
In the battlefield environment, the batteries of equipment are limited and the power supply is tight, but Al
usually requires large power consumption for modeling and training.
Machines cannot think on their own. They can only be used to replace part of human thinking activities. They
have no purpose or feelings. In the battlefield environment, they will not accurately judge a new situation.
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