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Covert attack technology of EtherCAT based 7 degrees of freedom manipulator
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ABSTRACT While the industrial robotic manipulator is a kind of multi-input and multi-output human-like operation and highly
autonomous control system. It is widely used in medical care, home service, industrial manufacturing and other fields. With the
integration of cyber-physical system networks and the Internet in recent years, the control commands of the industrial robotic arm control
system can be totally exposed to the Internet. Under these circumstances, the chances of successful attacks by attackers to systems are
increasing year by year. Compared to the security of traditional cyber physical system, the security of manipulator control system is a
very challenging problem. In this paper, a covert attack method of 7 degrees of freedom (7-DOF) manipulator control system was
proposed. Firstly, based on the inverse kinematics equation of the manipulator, the motion planning and modeling of 7-DOF
manipulator, which communicated by EtherCAT, was carried out. Secondly, according to the research and analysis of particle swarm
optimization method, a 7-DOF manipulator system PID parameter identification algorithm based on chaotic theory for multi- swarm
particle swarm optimization was proposed. Parameter identification mainly identified the PID parameters of each joint. The principle and
derivation process of the algorithm were described in detail. Finally, the experimental platform of manipulator control system was built
and the identified parameters were used in combination with the covert attack principle to conduct the experiment. The proposed method
was compared with other traditional attack methods, such as state machine attack and traditional sine attack. The results show that the
covert attack model of the proposed 7-DOF manipulator can destroy the data integrity and accuracy of the manipulator system, and has a
good concealment, which verifies the effectiveness and feasibility of the established attack model. The attack experiment platform

constructed in this paper provides the physical basis for the attack and defense experiment of the manipulator, and it has certain reference
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significance for similar researchers.
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Fig.1 7-DOF manipulator D-H coordinate system
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Table 1 D-H coordinate system parameters of manipulator

Joint, i Twist angle, a;_1/(°) Link length, a; ; Joint angle, 0, Offset of connecting rod, d;/mm Range/(°)
1 0 0 0, 234 +180
2 —90 0 0, 0 +135
3 90 0 0, 292 +180
4 -90 0 [ 0 +135
5 90 0 05 242 +180
6 -90 0 Os 0 +135
7 90 0 0, 107 +180
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Fig.3 Basic flow chart of MPSO system identification for 7-DOF manipulator
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Fig.8 7-DOF manipulator covert attack schematic
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Fig.9 State machine attack: (a) state machine attack execution diagram;
(b) ROS-EtherCAT master status detection

M AT LU B Xk B [E), ROS-EtherCAT 3
Sl A I ) T A N A A IS TR R R
I3 e B T R, 4 R TR S LI
i Z 5, E R s R A A ORI R & O

BB TR, XAl I 20T DL i LA
RG IO AT IE B B4 AE P4 e 8 LA PR
1158 L2, (AARZS 5 A /e N R R .

1E 5% B AT 807 0 Bl , — i AR R
I 22 e AR MEAS I 1) 1F 5% Mo s i i S5 . 1E 953K
o 0 e B2 A D RO R B R R A 2l 2, X Lk AT A
LA 3 o0 B AT DA & B HL B i A A A LA
I AE 36 AR S i A0 Tk AR, AR SCE-E A AL
B ERARME T B . B IGE T R RCRE
WA 10 Fis.

MNIE 5% 30k 5 0 5 TAE T R AR 17 3 2 1
2 AT LUE B, 1F 5% Moy T 5B 3R e i Ao
A5 Ak UL K i B A Ak, 76 A0 B 26 A I Y % Bh
B, I R AR B R 4R LA A AT
B4, If HAE ROS-EtherCAT i b 1] LI 45
il Z2 G4 BT R G R R R, DL O R 4%
HEOE 5 A a0 B R 5 00F T

HF EtherCAT {5 M 4% [ H £~ EtherCAT M
A, PR R A RN R ORI 2R,
L, T 2o i s 4544, $ B A el LA A
o E5CHE X T ALACE B AT R iR o E B 4
AT T EB 4 0 T UM 2 i &5 09 HR, Al 11 i
N, DAHTCERCAS) I 28 51 v, 437 T = AT WU 11 38 175 4
P, Forpoar o gy HE v Sy B el R ML S 15 B Y
— i

ECHE 1 i 4% 2ROk &, EtherCAT & 5 Y



TEAEMG 5. 26T BtherCAT MZLA-E A i BEHLBRE (9 K Moty £ AR

=~ Or
2 5@
g -10}
% —1.5+ Speedcurve
o 2.0r
(‘,:J- 72.5 1 1 1 1 1 1
0 1 2 3 4 5 6
Time/s
80 (= -
ERAL G
g70F W
-Z g5 Position curve .
£ 9p , .
0 1 2 3 4 5 6
Time/s

- 1661 -
=~ 0r
@ 0.2 (b)
2 04}
< 06¢ Speed curve
S 08¢}
2 -1.0f
{2" _12 1 1 L 1 1 1 )
0 1 2 3 4 5 6 7
Time/s
< Or
g of
= L
j«% —4 [ Position curve
& —6r i 00
oo gl =
0 1 2 3 4 5 6 7
Time/s

B 10 IERRUGE. (a) IEH TAE T B A7 B2 (b) IE3XH0T T AL B MZk; (¢) ROS-EtherCAT 3R Zs
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> Frame 14@: 118 bytes on wire (944 bits), 118

bytes captured (944 bits) on interface B

> iEE [, Src: Beckhoff 81:00:00 (91:01:85:01:00:00), Dst: 02:00:00:00:00:00 (02:00:00:08:00:080)
> Ett (@) ~ame header
v Ett stagram(s): 3 Cmds, 'LRD': len 1, 'LRW': len 63, "BRD": len 2
» EtherCAT datagram: Cmd: 'LRD" (1@), Len: 1, Addr @x90080008, Cnt 3

v EtherCAT datagram: Cmd:
> Header

o

LRW' (12), Len: 63, Addr @x1000800, Cnt 12

TaT0)

Data: fc@@@0cB1102000000000
Working Cnt: 12
v Ether(AT datagram: Cmd: 'BRD' (7), Len: 2,
» Header
» AL Status (@x138): Bx0808, Al Status: OP
Working Cnt: 4

DORGA.
2004a..

Adp w4, Ado 0x138, Cnt 4

62 80 G2 6@ 00 @@ @1 61 05 @1 03 00 88 ad 66 10 B £
Ba 00 00 0O 00 V9 81 c® ©0 00 00 B3 00 Oc 96 @0
99 @0 81 3f c© 0¢ 89 fc ©9 90 c@ 11 @8 00 00 @0 -2-

60 8@ BB 0O 0D @0 GG OO 0P 0O 00 02 00 B3 B2 @B - .- --- aenes
09 @6 99 80 00 89 B9 60 asifeam ....... % G
loe o5 @2 9c e 34 @0 16 o0 00 6 €0 @0 €@ B0 @B| - --4-- - o----o-
|6e]e® 42 80 64 @6 Bc 6P ©7 0@ 64 00 30 61 02 46 - -@----- ----8--@
oGO OEBOBARE e

(b)

Address Explanation Authority| Initial value
0x00 Header (MODULE_TYP<<8) [0x50 | R (MODU‘I(‘)EggYP«g)
0x01 SYS ID Grasp_ID R/W 0x02

Drive MODEL: 0x10-M 14
0x02  |SYS_MODEL TYPE |0x20-M17, 0x21-M17E, 0x30-M20, R 0x80
0x80—Gripper
0x03 SYS SW_VERSION Firmware version R ~HW_VWESION
Error code
Bit0: overpressure
0x04 SYD_ERROR Bitl: undervoltage R 0
Bit2: over temperature
Bit3: servo error
W11 A m AU R EE. (a)il (FEERHE S (b)) IS R AR5 S

Fig.11 7-DOF manipulator communication data: (a) communication data format; (b) part of memory table information of the robot arm
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Table 2 Partially recognized value and true value

Joint ~ Parameter name Actual value Identification value
6 Position P 500 498.937 o o
6 Position I 0 0.2045 R N
B 12 Failcicdi. (a) ROS-EtherCAT 3R (b) HUMUE ELIBRA
6 Position D 100 102.382 Fig.12 Covert attack: (a) ROS-EtherCAT master status; (b) manipulator
6 Velocity P 400 401.586 real state
6 Velocity I 300 297.926 R3 MU SR
6 Velocity D 0 —0.1052 Table 3 Manipulator attack comparison
7 Position P 800 799.428 Attack category _ Difficulty of Destructive Concealment
implementation
7 Position I 0 —0.3054
State machine attack Simple Weak Weak
7 Position D 150 151.313 Sinusoidal attack Medium Stronger Weaker
7 Velocity P 200 202.479 Covert attack Complexity Strong Strong
7 Velocity I 11 10.582
7 Velocity D 0 02043 Virk. T BRI RS R A T S

Jrik. xbb B i AU BEAT T s gl U R
IFRPRL T RS AT T RS SR T TR vl
WHZ FRERL T REC AL B9 -£ B i B PID 2 508EN

3, BT 3 H B0 580 02 68 AR S A ML 42 1 2%
G2 R AT HER, SR FER I S 5 A ROk
dr BB HEAT T B S5, O EORE I B A B 2
dr BRSPS RS LIy LA S AR GE i I 3% Bl
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