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ABSTRACT A blockchain is a cryptographic distributed database and network transaction accounting system. In the current era of
major technological changes, blockchain technology, with its cryptographic structure, peer-to-peer (P2P) network, consensus
mechanism, smart contract and other mechanisms, is decentralized, tamper-proof, and traceable and has become a hot spot in the
development of informatization. Classified protection is one of the basic policies of information security in China. The implementation
of the information security level protection system can not only guide various industries in performing security management in
accordance with the equivalent security standards, but also ensure that supervision and evaluation institutions follow the laws and
regulations, which is of significance to network security. As the application of blockchain technology in various industries is becoming
more extensive, it is necessary to simultaneously promote the national classified protection of blockchain security assessment, which
contributes to the sustainable and healthy development of blockchains in China. According to the revised assessment methods of grade
protection, in addition to the status of universality requirements, evaluation specifications should be formulated for specific technologies

and fields (such as cloud computing, mobile Internet, Internet of Things, industrial control, and big data). In view of the particularity of
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blockchain technology, China has initiated the formulation of blockchain evaluation specifications, but has not applied the level

protection standards to the formulation of blockchain evaluation specifications. Therefore, the assessment requirements and enforcement

proposals are specified for the blockchain’s core technologies, such as P2P network, distributed ledger, consensus mechanism, and smart

contracts, according to the application and data security layer requirements at Level 3. Moreover, the current running data of blockchains

and their security audit mechanism based on the log workflow were summarized and analyzed respectively in compliance with the

control points specified in classified protection 2.0. Our investigation indicates that blockchains can satisfy the requirements of

evaluation items in three aspects, namely, software fault tolerance, resource control, and backup and recovery. However, further

improvements are needed for other aspects, including security audit, access control, identification and authentication, and data integrity.

KEY WORDS blockchain; classified protection of cybersecurity; peer-to-peer network; consensus mechanism; assessment and

analysis
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Table 1 Relation between grading elements and safety level
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Table 2 Comparison of application layer control points in classified protection 1.0 and 2.0 at level 3
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Classified protection 2.0 Application and data security

Identity authentication, access control, security audit, software fault tolerance, resource
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Table 3 Distributed peer-to-peer network assessment
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Table 4 Impact of parameter selection on network transmission in
different blockchains™*

Parameter Bitcoin Litecoin Dogecoin Ethereum
DX Hela] 10min ~ 25min  Imin  10-20s
Block interval 10 min 2.5 min 1 min 10-20s
AT R
Public nodes 6000 800 600 4000
M.?"Tiﬁf?tﬁ 16 12 12 13
ining pools
Rl /%
Stale block rate 0.41 0.273 0.619 6.8
X He /KB
X SR . 534.8 6.11 8 1.5
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Table 5 Consensus mechanism assessment
N N N SE R PESE SR e
e W 92t AR SCPRMPERARI
Categories Items Implementation Expected effectiveness pu Y/N
evaluation results
N S vy POWEIRBLRI TG Bt JRRE S e
iy RO PO ARSI R R FEe
il JRTAR I fEFTE L. AR AT PoW consumes a lot of =
Consensus resource Consensus mechanisms should .
Resource control Check the use of S . computing resources, but the Y
control . minimize the consumption of
resources in the computer system resources are
computer resources.
controllable.
HRENEERFELT T RT3 DX R P A 1Y
St PR X 2 i B A R AR B A o g
Real-time back Check whether the node  All network nodes have the ~ Real-time backup of transaction $
P has synchronized the new same data replica. data generated in Bitcoin system
consensus block by nodes.
=1 e N NV N .
o S 52 TR, b
ackup and recovery B Hrs AEY % -
S RS PP éﬁ(wmﬁﬂﬁ*ﬁa @ff ek et
BT RS LS f i 2
RGHIUAR EX4 . ke S
. S Business continuity not Nodes are redundant to each
System hot redundancy View system availability . . Y
after node paralysis interrupted. other and single or few node
paraly failures do not affect the stability
and availability of the system.
AL B, S i (e
AT R BRI A AL RG] RN 5% 14715 ki IR
Nep==e N=] AN S
&EE%’?%,%,EE;‘E ) T/\EEE 1IJE§ZJLJ\LHG [EFN
IR iy There is a consensus threshold, M Ry =
R WL . I
. so that the node exceeding the ~ The system can accommodate
Consensus fault tolerance Set exception nodes and Y
view consensus threshold reaches the consensus, 5% node consensus errors. More
' which means that the consensus than 95% of the nodes are
of the whole network is successful.
completed.
B[R B RPNV S P e R
Gy AT IER T AZ AR E,
SRR o ﬁ%%ﬁfﬂ%f‘x%&%ﬁmﬁ%ﬁ
Com SRS, A I G L
A PURE R Illegal transaction consensus ARk 3e Gy AN et L U i -
ZAT AR Initiate an illegal failed. By verifying the Ilegal transactions cannot be =
Consensus Effectiveness . . . Y
transaction to see if the correctness and logic of the passed by consensus.
consensus failed transaction, the cost of malicious
fraudulent transactions is
expensive and avoids malicious
consensus.
RREER Y, AEL b g b E L X TE 138 5y K HUE 3R Gk i
e e DEEERA R R DS FBER JEBUR 5 A e y
PR —E - ; B2k . 2
. Initiate a legal transaction e After agreeing on the legal
Consensus consistency Loyal participant consensus Y

and see if the consensus
result is consistent

transaction of Bitcoin system, it

results are consistent. R . . .
is written into the blockchain.
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Table 6 Distributed ledger assessment
[N N SCBRIM PSS S e
sl Wi 52 AR SRR ek
Categories Items Implementation Expected effectiveness pu Y/N
evaluation results
. e b L e g g SERBE RGAL S . KA
SRR A5, Koy CIERAEL S, DO
N s At e R
A4 T A AR A . Blockchain system P
L Check whether the data ~ Data such as transactions .
Software fault tolerance Standardization of ledger . transactions, blocks, etc. Y
format in the ledger has a and blocks are stored . T
. . have unified organizational
uniform standard in data format.
standards.
= 5,1 L W e VERN T RS 5
RRE IV ek Lapmpyemry P04 THEESIER
R A B 4 o S (R, B 1Al 4 ) o SR
Pl il WA ] 4 il Check whether there is an ’ Bitcoin as a public 7w
. . Protect the data resources . .
Access control Ledger access control access policy supervision . blockchain, there is no N
on the ledger against
node and access control . complete access control
. illegal access
policy strategy
AR RS SRS
fir . TRBCFHLT R A e A W28 Ty Fie FRER TR IR TE
Bl se ek FroksEseE =l HEPER B ORBE N > 2
Data inteerit Storage infoerit Check if there is a hash Stored data is hashed and Bitcoin hashes transactions v
ata mtegnty orage ntegrity mechanism in the data ir?tee rita ?s s :rsarfteeii in the form of Merkel trees
storage to ensure the grity 1s gu " and stores them in blocks.
integrity of the storage
BRI LU 3L 1630k
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G/ e e = ki R&mﬁhﬁi*mu H}U{}iﬁ Bitcoin data storage is w
o L Check if the storage of Data is not stored in . . .
Data confidentiality Storage Confidentiality . . . stored in plaintext in N
confidential data is plaintext format. . s
hexadecimal form, which is
encrypted .
convenient for query and
verification.
GBS H B4, )
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EHEATRZE 5 Bk HRAL AR AT AR5 TR
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Data non-repudiation ~ Check if the transaction data each participant, so that the Bitcoin achieves data non- Y
in the ledger is signed  transaction can be traceable  repudiation by signing
to achieve the role of non- transaction data.
repudiation.
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A IR g g g e
A HEE, AT AR 4T WA A5 4
HEEETATRVA,  mRSIXYEEEINER = SR,
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. s BEE— All the data in the ledger is )
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Check if there is a full node, synchronized in the full L
. Bitcoin system that
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the blockchain data can be the led
obtained from full nodes. © leceer.
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ledger data has
idempotency.

K (SHA256) F14% 44 A AR AT 42 , 3K b 45+ (9

5.2

A iE S (FER )

N UTXOCRAEDE A2 Sy i i) .

ARG DL oM, IXHegE R 22 5y | IX B4 454
B AR B R TR A R L E , BE
5 ORI e A A% ORI A 42 R — B, DT D
N 7

X HBEF & B IO A B A P 20T 15 1)
AR, AN B AT A DI RE B L, AT
T BE ik BIbRAE.

53 FHFfETEM (MTmO)
DXHLBE g AT 58 BE 1) 8 A 2 il DA T AL



KRS MGG B9 X B T 14

- 1277 -

R IXHEESAT B R R

Table 7 Information and length limit of Blockchain Header

B & PNANES D)
Items Use Size(byte)
XAV X HepA 5 4
Version Block version number
XMEEED FHUbREAZ MR 4
Difficulty Target To indicate the difficulty of mining
F XS A FET X e T 22 53 192563 hash B -
PreH Pre-block hash Based on the 256-bit hash value of all transactions in the block
BRI RAARM 225 M % hash256H -
Merkletree Root The value of the transaction content 256-bit hash
REATLEIN FHLLIREE i (X Pk hash{E 4
Nonce To adjust the current block head hash value
A )T UNIXH A 4
Timestamp UNIX timestamp
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Transaction hash
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Vin[] [Script signature length
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BTC value
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Vin[] [Script signature length

Script signature

Sequence number

Output counter

BTC value

Vout[] | Locking script length —
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Fig.6 Structure of blockchain transaction
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Fig.7 Comparison between confirmed and unconfirmed transactions in the blockchain systems: (a) diagram of confirmed transactions for Bitcoin and

Ethereum; (b) growth chart of unconfirmed transactions for Bitcoin
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Table 8 Blockchain contract computing layer evaluation
N R N SE RN PESE SR 10 e
51 W % R SRR g
Categories Items Implementation Expected effectiveness pu Y/N
evaluation results
TERAEG N, KHhFELs
TN SR AT B b BRI 001, AT B AT IR E,
A SRGHETHTES SRR EAME—VE BRI EE I RS &2
Py PAT B By S e BERERATH B0 HEIE E=a0) A
Iden t}ijﬁ;:ation Performingentity Check if the contract can ~ The identification and authentication When publishing a ?
authentication be viewed or qualify should be carried out for the logged-in transaction, the blockchain
executor’s identity user. The identification is required to be  verifies the executor’s
unique and complicated. identity, thus constraining
the execution of contract.
B 2w iae, it EERE  TAS SR T e
RET ST e JHP, R P A A bR RE A ATy
- - BAMRAT GARIFATH I ERfHE
PN e (=] =]
ﬁ.j‘j$1+ ok . Check if to verify the The security audit function should be All nodes involved in =
Behavioral event audit . . . Y
execution of smart enabled to cover every user over mining can verify the
contract significant user actions and correctness of smart
security events. contract execution.
it W SR M ARG SR H BRI A
R PSS, PR, Rk , A
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RS Ve f2 B e audit record should include the date S P
CiRapTaes FHAFE . The transactions in the 7
. . L . and time of event, the executor, the type .
Audit records Check if audit information . block record the execution N
. of event, the state if the event was .
is recorded . time, the executors, the
successful, etc. Audit records should .
input and output of the
be protected and backed up regularly to smart contract
avoid unexpected deletions, modifications ntract.
or overwrites.
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RIS Gz A A HLHI It is necessary to adopt the technical v o
- . . . . .. Local computers and =
Malicious code Protection from Check if there is a measures to avoid the attack of malicious .
. oy . . . . blockchain systems do not Y
protection malicious code mechanism to protect code or the trusted verification mechanism .
. . . L . . . be affected byrestricted
against malicious code with active immunity to identify the .
. . . SR addressing methods,
intrusion and virus behavior in time and ..~ X
block it effectively limited instruction sets,
' operating platforms such
as Docker, or other
mechanisms.
AT WS R A - e ooy ke e Y
SREEMTRIRA o et RSB R ER R 74801
ﬂ%ﬁ%fiﬂiﬁﬁ *E AN LT 2o ke - oy
H 22 ) 2 st | ¥ e Tﬂ?ﬂfﬁuﬁh*ﬂ’ﬂ;h%& HHhC R =
Blise Rk 3 pntidcn Bl etk e . =
. - Lo . . . ... Verification technology or cryptography There are status updating
Data integrity Transmission integrity ~ Check if data integrity is . . e Y
should be adopted to ensure the integrity ~ records for individual
guaranteed by CRC or . . .
of important data during transmission. nodes.
cryptography
. N . XUt RGN A4
A il . ST e Ol
BRRDILERIR R AR AR e
R Tt e Check if data AR R P R k. The blockchain system 7
L Transmission . P Cryptography should be adopted to ensure  does not have the real-
Data confidentiality L onidenticality is L . . o o N
confidentiality aranteed b the confidentiality of important data time statistical ability on
fu toeranh Y during transmission. the number of nodes in the
Typtography. whole network.
1 Locking script
(scriptPubKey)
DUP HASH160 <PubKHash> EQUALVERIFY CHECKSIG
Unlock script Lock Script (scriptPubKey) is found in a transaction output and

(scriptSig) is provided
by the user to resolve
the encumbrance

is the encumbrance that must be fulfilled to spend the output

B8 JHIIAHLE

Fig.8 Common scripting mechanism
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Table 9 Blockchain error audit classification
e O R i TR
Function Interface function Output error
IR b 15 Winsock[% . HIUALTE BRI | % SCIRIR S5

Winsock Library, Initial Integrity Detection, Wallet File Damage, etc.

T A 22 By I B, T A K D 28 SRR B i U iR

CheckTransaction() Errors in checking transactions, such as empty input and output, etc.
BUEAE 5 & BIMEI AR ASE Sy i 2 R R, A A 2R WAL B 45
AcceptToMemoryPool() Errors occur when validating the reasonableness of transactions
and storing them in the trading pool, such as input being spent, etc.
i WA
Transaction error CSeriptCheck() Script signature error
Checklnput: TN, ;225 S A< i
eckinputs() Transaction input errors, such as: total transaction input <total output
. R 25 4 I H
CheckSignature() Error in checking signature
. . H X AR AL S, WS TR R I
WriteBlockToDisk() Errors in writing blocks to disk, such as file opening failure
ReadBlockFromDisk MR DX P B, AT T X BSCPR R IR
cadBlockFromDisk() Error reading block from disk, such as failure to open block file
DI fBlock WO DX e T
isconnectBlock() Error while disconnecting block links
X g c Block TEHEDCERIE H S, AT P PSS I e
Block error onnectBlock() Error connecting blocks, such as asset submission
CheckBlocki HoAE DX Heb R, AR SRR AR AN DL AT
eckBlock() Error checking blocks, such as Merkle root mismatch
ContextualCheckBlockHead A DX RSk AR A R, R A e ] O B
ontextuali-heckblockteader Check if block header information is wrong, such as block timestamp too early
LoadBlockind MBI RS A, I RIS AR ALY
oadBlockIndex() Error loading block index, such as failure to write Genesis block to disk
N CheckBlockHeader() TAFAHER R Proof-of-work error
AR - —
Consensus error AcceptBlock() ARHF TAERIEH
P Accepting blocks makes errors, such as failing to find proof-of-work
RecvLine() socketfti R Socket error
Read FEHE SR S Ppeer. datis g iR
ead() Error in peer.dat reading of connection node data file
o 2% 5 Write() FESETT SO U peer. dat’E # iR
Network error nte Error in peer.dat writing of connection node data file
Connect() FEHERE R Connection error
P M AT I A2k B 000 285 v (R AN ] (97 S
rocessMessage() Errors in listening for and processing different messages in the network
[T R TSR T SR
A AP H] ISONRPCEmror R PR IR | AT SRR

Remote procedure call

Errors in remote procedure call requests, parsing, parameters, etc.

FF R AT R, ﬁ{%miﬂmXT%%ﬁéL
SRR, S B B B BT O I BGIERY, 3@ it
Xﬂ‘%ti}%%%éﬁ%ﬁﬁﬁ%ﬁa\*ﬁ,i%WIJiQTﬁ%JJ
Wik 585 . X B LR 4 e B o 72 0
6 /1~ LIy REAE B A A5 R S SO B 1R 1 32 11 bR
%%I AL R G F /T HE B A IE SR BN TR,
B RE A 2910 B — YA T AR 2 g A A5 T R E,
A A RAT R s A S o A, AT O
HIFCPEI Q) KA.
K9 b &G HEA SR, Bk (D44
B H G AR B IR g =X B R (2) BB S5

R R S S B B TP Mkl (3) % b3y
A9 H A& 21 2R OA Y debug.log T, FH P T H
SO H A BEATEN RIS 5. H & S0 debug.log
HERKNEWRGEE, B8 ?ﬁzq::#,
debug.log H A7 9 d THE S, BT A H &
BIFA R ALRAE L AR,

Z 4 H & 43 N Debug. Warning, Error = >
5], HAi& A Fatal Bifrs iR, Hp Debug 4¢ H &
0k T &R G AE T &P FE 17 B R SR B
Warning it' 5% T 7] 565 B 1R 1Y &5 25 B.; Error ic
ST ARG AT R R 0 R AR
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Fig.9 Blockchain log workflow chart
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Table 10 Summary of evaluation results of blockchain system

; - AR Vi
H W5 :
Categories Items Lehem BAOKYs KA
Bitcoin  Ethereum  Hyperledger
gLt Sz 475 AR R Epr J J J
Software fault tolerance Self-protection and self-adaptation
IR T H R N J N
Sy 2N 2 R 2% ViglEatd| Concurrent connection restriction
Distributed P2P network assessment Resource control SR R N N J
Connection timeout limit
Frr BT } } J
Identification Node link control
S {5 E ) ) )
Anti-tampering of unicast
B P {5 . .
Data integrity Multicast communication tamper-proof
SIS S I T S oy . )
Distributed P2P network assessment Forwarding communication tamper-proof
AR FER B . . .
AT Network status get update
Security audit P28 5 ShZS W J J J
Network node dynamic monitoring
LU RS MRASHE I J J J
Software fault tolerance Standardization of ledger
ViR WA e ) ) v
Access control Ledger access control
K Se R FRESERENE J J J
Data integrity Storage integrity
ST Bl R e Tt . . .
Distributed ledgers assessment Data confidentiality Storage confidentiality
R J J ‘
Data non-repudiation
kAT fiE AR Rl 22 J J J
Ledger function Ledger data synchronization
WA B v J ‘
Ledger data idempotence
pRlEal LGP T N N N
Resource control Consensus Resource Control
S0 J J J
i 5mE Real-time backup
Backup and recovery XX Yl J J J
SR System hot redundancy
Consensus mechanism assessment BRI J J J
Consensus fault tolerance
PR PR J J J
Consensus effect Consensus effectiveness
IR —HE J N J
Consensus Consistency
B %0 PAT S B AIE J J J
Identification Performing entity authentication
(Ep L Aol J J J
e Rt Behavioral event audit
Security audit ok
BT ENIT Audit records * . *
Contract computing layer assessment P Aw 2 ]5rEieA A =¥ A L
O . . ) \ J J
Malicious code protection Protection from malicious code
Bl ek fetoe ik J J J
Data integrity Transmission integrity
R R ) ) )
Data confidentiality Transmission confidentiality
geit BLN g 19 19 22

Statistics Number of qualified items Nineteen Nineteen  Twenty-two
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