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Adversarial attacks on videos based on the conjugate gradient method
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College of Systems Engineering, National University of Defense Technology, Changsha 410073, China
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ABSTRACT Deep neural network-based video classification models enjoy widespread use because of their superior performance on
visual tasks. However, with its broad-based application comes a deep-rooted concern about its security aspect. Recent research signals
highlight these models’ high susceptibility to deception by adversarial examples. These adversarial examples, subtly laced with humanly
imperceptible noise, escape the scope of human detection while posing a substantial risk to the integrity and security of these deep neural
network constructs. Considerable research has been directed toward image-based adversarial examples, resulting in notable advances in
understanding and combating such adversarial attacks within that scope. However, video-based adversarial attacks highlight a different
landscape of complexities and challenges. The nuances of motion information, temporal coherence, and frame-to-frame correlation
introduce a multidimensional battlefield, necessitating purpose-built solutions. The most straightforward implementation of adversarial
attacks uses the fast gradient sign method (FGSM). Unfortunately, FGSM attacks lack several respects: the attack success rates are far
from satisfactory, they are frequently easily identifiable, and their stealth measures do not pass muster in rigorous environments.
Therefore, this study introduces a novel nonlinear conjugate gradient attack method inspired by the nonlinear conjugate gradient descent
method. By relaxing the search step size constraints to comply with the strong Wolfe conditions, we aimed to maintain pace with the
increasing loss value of our objective function. This critical enhancement helps maintain the trajectory of each iteration’s search direction
and the simultaneous increase in the loss value, thereby yielding more consistent results, which ensures that our attack method can

achieve a high attack success rate and concealment after each iteration. Further invigorating testament to our approach’s efficacy came
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through experimental results on the UCF101 dataset, underlining an impressive 91% attack success rate when the perturbation upper

limit is 3/255. Our method consistently and markedly outshone the FGSM in attack success rates across various perturbation

thresholds—even as it offered superior stealth. More critically, it allowed us to strike an effective balance between the attack success rate

and runtime, a potent recipe for a disruptive contribution to the fraternity of adversarial attacks in video classification models. This

adversarial attack method considers generating video adversarial examples from an optimization perspective. This represents a step

forward in the ongoing drive to develop robust, reliable, and efficient techniques to understand adversarial attacks, specifically for deep

neural network-based video classification models.

KEY WORDS adversarial attack; the security of DNN; video attack; white-box attack; conjugate gradient algorithm
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Table 1 Preprocessing settings

Preprocessing name Specific operation

Description

Split 1
Size adjustment (320, 240)— (256, 256)

Mean =[123.675, 116.28, 103.53]

Use the official first partition file to split the training and test sets.

Resize frames

Normalize the data using the RGB mean, where the mean and

Regularization std = [58.395, 57.12, 57.375] variance are the mean and variance of the test set.
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Table 2 Actual accuracy of the target models TSM and TSN on the test

set
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Fig.1 Attack success rate of the FGSM method and Conjugate Gradient
FGSM method on the TSN model
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Table 3 Comparison of the attack results

Model Attack method Success rate/% L Ly Le Time/s
FGSM 79.85 577038 150 0.039 2.97
TSN
Ours 98.19 236135 61 0.047 22.93
FGSM 77.83 46323 43 0.039 0.20
TSM
Ours 88.52 20860 24 0.047 231

B2 XM S, (a) FGSM Tk A X Hidiah; (b) SEHs oty A v a3
Fig.2 Visualization against perturbations: (a) adversarial perturbations generated by FGSM attacks; (b) adversarial disturbance generated by Conjugate

Gradient FGSM attack
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Fig.3 Comparison between original and adversarial examples: (a) original example; (b) adversarial example generated by FGSM attack; (c) adversarial

example generated by Conjugate Gradient FGSM attack
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ASCHRE T T A ) ASE A ) S B A
FGSM I if; . 7€ UCF-101 %4 4 - %} TSN 1 TSM
BOAYHEAT T 9050, 25 AR R WA SCA: j i X P e A
Il A% A1 - b 3 s R A DU B R, HLN AR DA 520
XU B BURE AT Ok T 1Y A R, TR
25 [0 28 ELAT VA 1) 42 4 n)

N N OB i R7 S N s = N[
TESBRrp, BB N RS B — A A TFI. X T
R O, AT L2230 A 0 A SRR H
PRAi AL AT 2 5K LA HT Y T vk S SE A, i i A
R — 2D i R S

e, A AR S A S 6 I B A TR ) A 7
FEG o R — AR 8 25 5 B B AR B ils
ELA VA B 2 4 ) fE. (HL 2 AT 5 B 6 B B AR A
e 128 A B B ATY 2 — A 1 AR i e Yy [R) . H RO
AT I 0 SR 2 o T AR Bt B AR AR RO BT
FEAS, FF K X PR A i A AL ) D1 25 46 v ik 47
UL, DASRE i A AR () 5 1 PR 22 A k. (2 X
TR A &, 220 FATT N Ak S A 5 0 e B 4
THBR X HUAE AT R 1Y 2 A Fa .

&
(1]

(2]

(3]

(4]

(5]

(6]

(7]

(8]

z X wt

Feichtenhofer C, Fan H, Malik J, et al. Slowfast networks for video
recognition // Proceedings of the IEEE/CVF International
Conference on Computer Vision. Seoul, 2019: 6202

Xia X, Pan X, Li N, et al. GAN-based anomaly detection: A
review. Neurocomputing, 2022, 493: 497

Gao M, Zheng F, Yu J J Q, et al. Deep learning for video object
segmentation: a review. Artificial Intelligence Review, 2023,
56(1): 457

Szegedy C, Zaremba W, Sutskever I, et al. Intriguing properties of
neural networks // 2nd International Conference on Learning
Representations. Toulon, 2014

Sharif M, Bhagavatula S, Bauer L, et al. Accessorize to a crime:
Real and stealthy attacks on state-of-the-art face recognition //
Association for Computing Machinery. New York, 2016: 1528
Goodfellow I J, Shlens J, Szegedy C. Explaining and harnessing
adversarial examples // International Conference on Learning
Representations. San Diego, 2015

Chen P Y, Zhang H, Sharma Y, et al. ZOO: Zeroth order
optimization based black-box attacks to deep neural networks
without training substitute models // Proceedings of the 10th ACM
Workshop on Artificial Intelligence and Security. San Francisco,
2017: 15

Juuti M, Szyller S, Marchal S, et al. PRADA: Protecting against
DNN model stealing attacks // 4th Proceedings of IEEE European


https://doi.org/10.1016/j.neucom.2021.12.093
https://doi.org/10.1007/s10462-022-10176-7

%5 BRI 3 ST 1) S BB B Bty

- 1637 -

[10]

[11]

[12]

[13]

Symposium on Security and Privacy. Stockholm, 2019: 512
Alzantot M, harma Y, Chakraborty S, et al. GenAttack: practical
black-box attacks with gradient-free optimization // Proceedings of
the Genetic and Evolutionary Computation Conference. Stockho-
Im, 2019: 1111

Wei X X, Zhu J, Su H. Sparse adversarial perturbations for
videos//Proceedings of the AAAI Conference on Artificial
Intelligence, 2018, 33

Mu R H, Ruan W, Marcolino L S, et al. Sparse adversarial video
attacks with spatial transformations [J/OL]. arXiv preprint (2021-
11-10)[2021-11-10] https://arxiv.org/abs/2111.05468, 2021-11-10
Fletcher R, Reeves C M, Fletcher R, Reeves CM. Function
minimization by conjugate gradients. Comput J, 1964, 7: 149.
Chen P Y, Sharma Y, Zhang H, Yi J, et al. EAD: elastic-net

attacks to deep neural networks via adversarial examples //

[14]

[15]

[16]

[17]

Proceedings of the ThirtySecond AAAI Conference on Artificial
Intelligence. New Orleans, 2018

Soomro K, Zamir A R, Shah M. UCF101: a dataset of 101 human
actions classes from videos in the wild. Comput Sci, 2012, 3(12):
2

Wang L, Xiong Y, Wang Z, et al. Temporal segment networks:
towards good practices for deep action recognition [J/OL]. arXiv
preprint (2016-08-02) [2016-08-02]. https://arxiv.org/abs/1608.
00859

Ji H, Teng G, YuJ, et al. Efficient aggressive behavior recognition
of pigs based on temporal shift module. Animals, 2023, 13(13):
2078

Lin J, Gan C, Han S. Tsm: Temporal shift module for efficient
video understanding // Proceedings of the IEEE/CVF International
Conference on Computer Vision. 2019: 7083


https://arxiv.org/abs/2111.05468
https://arxiv.org/abs/1608.00859
https://arxiv.org/abs/1608.00859
https://doi.org/10.3390/ani13132078

	1 共轭梯度法
	2 对抗样本生成方法
	2.1 L-BFGS攻击
	2.2 FGSM攻击

	3 共轭梯度FGSM攻击
	4 实验结果
	4.1 实验准备
	4.2 评估指标
	4.3 实验结果

	5 结论
	参考文献

