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ABSTRACT Rrivacy-preserving database plays a crucial role in establishing an open, shared, and governed system
amidst the evolution of#national big data strategies and data market. Searchable encryption (SE), as a fundamental
cryptographic technglogy for building privacy-preserving database, facilitates efficient searching of encrypted data without
the need for decryption. Among various SE schemes, Attribute-Based Searchable Encryption (ABSE) provides advantages in
access control, data authenticity, and retrieval efficiency. However, most existing ABSEs could not support the flexible query
methods of SQL in relational databases, as well as fine-grained query policies. Moreover, most existing ABSEs are
constructed under traditional algebraic structures, such as Bilinear Pairing, which are susceptible to quantum computing
attacks. To address these challenges, this paper presents a novel privacy-preserving database architecture that can be
adaptable to the SQL query language of relational databases. The architecture is divided into two parts: clients and cloud
outsourcing services. All data are in a ciphertext form outside the clients, and data table in cloud privacy-preserving database
consists of four kinds of fileds: public fields, encrypted index fields, encrypted data fields, and confidential fields. When a
user initiates an SQL query, the Privacy-Preserving SQL Engine (PP-SQL Engine) can transform it into a private SQL
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language to perform the cryptographic retrieval on the encrypted index fields. More specifically, the query policy in SQL is
transformed into several query credentials that are bound with the policy. Theses credentials are further used to retrieve the
encrypted data fields in the database whose encrypted index fields match with the policy. The retrieved encrypted data fields
can be decrypted at the client through the user’s private key for verifying the user’s identity. To provide the cryptographic
support for the privacy-preserving database architecture, the Retrieval-Policy Attribute-Based Searchable Encryption (RP-
ABSE) scheme is designed on the Key-Policy Attribute-Based Encryption (KP-ABE) framework. The security of this scheme
is based on the hard problem over ideal lattice, i.e., the Short Integer Solution (SIS) and the Learning With Error (LWE).
Moreover, the secure query policy is bound to the query credentials rather than the encrypted index fileds. It ensures that
encrypted data can be cryptographically retrieved by different query policies, eliminating the need for updating the encrypted
data even when the query policy undergoes changes. Simultaneously, the Small Policy Matrix (SPM) is introduced to
optimize the generation of secure query policies and reduce cumulative errors in the process of index matching. Finally, this
paper proves that the query credential satisfies unforgeability under the chosen policy attack, /and’the.RP-ABSE satisfies
semantic security under the chosen plaintext attack with policy and identity queries. Thércforéy the privacy-preserving
database architecture could provide an important technique support for the establishment of data market mechanisms and data
governance systems.

KEY WORDS Privacy-preserving Database; Secure Query Policy; Attribute-Based Searchable Encryption; Ideal Lattice;
Small Policy Matrix
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SAGEAM R LS P AR IR T 46 ;

(3) g5 RHHR AR KT E CHE M B AL R R BRI & AL A view”, HRE%
LR AR FE AL RIS R IELME . B RN S H0E 7 B DL S TR B A% S0, IR ORI K i

(4) Hffga: &7 a2 SH0 M RS nas BE E view AT g5, R
AR BB . FEER, FRFAKERE AU IR 3 & PR fE 21l 2 AN ZE, BUR
WMAER i E AT, — 7 THI 26 S B AR e G T 500 /A it A rp M Rl 5= T 2 P 75
FH LB AR 2 350, AT 58 Rt FE P ) B A E

Step 1 of RP-ABSE.Retrieve

SELECT [Salary] | Matching of att; | | Matching of “atf; |
FROM Tabl (&) SQL database NoSQL database
WHERE (Age=[35]
AND  Dept=[USTB]) | Age=[35] ” 1351 || Dept=[USTB]| || |USTB] |
SELECT Salary {} ﬁ Y Y
FROM Tab 1 > o SOL
WHERE Age=35 rivacy-preserving . X
AND Deptg:USTB —» engine by invoking Querylogic analysis, Cryptographic processing model
RP-ABSE.GenQuery
Query and matching of
database records
Query Decryption|
parameter v N
Matching of
. cryptographic Cryptographic logic gate
Step 6 of RP-ABSE.Retrieve attribute values
———» RP-ABSE.Decrypt Retrieve results D Step 2-5 of RP-ABSE.Retrieve
Client Private “View”
523 g 7
Salary - Age Dept att, att, Address Salary
Query result M\il:]t:‘g Salary Séisif;:(;y
1200 P [24] [PKU] | [XXX] | [XXX] [XXX] [1400]
[XXX] [XXX] [XXX]
. r— - 351 | (ustBy | [xxx] [ (xxx] [XXX] [1200]
Client Privacy-preserving database system

Bl 3 BBl o SELECT i 1) () 4k B e 7 14
Fig.3 The workflow of SELECT statement in the privacy-preserving database

RO E R AT A 0, ARG AT S IR L BB A A
3 RAKEERGESSRAE

3.1 BIRANR

YER NIST AAA K G & T W ER N EEfFIE 2 —, LBC # Z ) A Ui E it E 8.
SCHR[3STH JE B T Rt A E T T84, faH LBC 7 EPT kiR s NP R &8, H
Aol & AR o, W dE = A 8 (Shortest Vector Problem, SVP) Flf it 7] & n) @
(Closest Vector Problem, CVP). SCHA[36]JUI45 H SIS 7] @A LWE [0 B7E PR 1 L 5 30 ALlAs )
—FERAE, FREhH T ORUE L AR B R I R NS BT



Ak, LBC Jy 5 Hh s BRI SCB T N R BT K B Sy B g B, (85 5 G R T G o K
BORATAMTAR R, (ETHOTTIE R RO, IR, I SN RES I BARAR S, R T
LBC 75 &I SO B BAF RN CHLL T3 0 LWE (KT o i) 990,

FET LIRS, ASCOK TR RP-ABSE MIE/EHARRS R, Fo &0 9 2 RN, R R LI
Wz (" +1), R, MFREIHRR /R =2, [x]/ (" +1). & a' cRy NEAEME bm 4R FIE, Hrp Big
cREREEE, € SGZF R RO A AL (@)= {xeR, se.a x=u}, HfueR AERERKE. &

JG, X NR, BIREN .

A FR GUA FH SCHR40] T4 A B e R s KA PR 7 AL B DL R B AT, R S S T
Gadget-#% (G-#¢) Al(g)iiliy, Hg =0 0" )eR,, u AEREREE, b2 AEFESE, JFH
k=[log,q| . #E—, DL AR g HIoRAE &5 b b TR 34 bR 5 3L

TE S 1 CRAERRTE RO WFAEMSTRBEIS R, , FE 2N TREHEE X
TrapGen(Rq), Al AR RIEa e qu” FIFE[ TR e qux" o

AL A a =@,-a-R), HHaeR; NEEHLEFIT. FEHATHGREEDRE S ol P bR iR s
VRS S G A B U B R0 he R, FRR AL R o BN ha) = a' + ((0,0).7-2 )e R
2 JE T YA PSR R A AN Ay (ai, ) O 50 303 A1 Rl SR SR 1) 5 DA D20 S AR o B R A 4 1 2
3z

B2 (RBBATRIEY) WFAEAHME 2 cRIVIE TRR \EFBREE R, | 175 TR
heR, MEHSH o, FES AT [A] TREHLEIE Satplepre (', R,u, b0 ) BTMAE Al (2" )BT L o bR
ZMLL 0 NPLHEHA TP HIRRERAE 2R MEFa 2=u

NTRICHEE, ASCK RTS8 o BN, R PG R AL B £ SamplePre (a', R, u,ho ) > 7
SRR, AR STR A STHR[42] 52 (14 /N S R S50 P 8 25 980 SR e AL D e P Blb s 3L 2 o,
B SPMGen (1) > M o FL5E LUITF fii:

FE X 3CUNRBEIERES)  WEFEE ! NEMIFIAMKE O MEBER , FEEM ER, BB
REREE[E, HHEHBRE LU TIER:

(1) ERAEE SPMGen() AR AL HEEEM e R, IZEE[E R BN THRBET 101}

() FFAERIATABIG MEM] HBSERERITIISER () | -1, B () B —TATHRY
F1 B = (LB

R e S, X TR E v, AT R I AT R AR R AT S 1, |
(M), = (L1, ) SSIZA% R T R A A s A AR b o) AR SR Tl SR I AR ZE 0 K R, BV4R 78 R,
EREREe ) HE ) MR RINRE 5, o TAER .

w5, ARG EETHEAR FRHES IR S % (Inhomogeneous Short Integer Solution over
Ring, R-ISIS) Fi#i# 2% >] (Decisional Learning With Error over Ring, R-DLWE) X /™ X %
FRRE R, LLR g tHHE X

B 4(R-ISIS RIE®) LAEMBERENSMHMAZE 2 cR" R ucR MELRASH s>0,
FEESUHXN FAREURAZRRALAGRE 2eR), B1Fa z=u B o<|7 <z,

E X 5(R-DLWE fRi%*) AEBERR MR LERESTX UERBKEEN O, Hpo ik
AR LT AR



® O AR (a,as+e)e R,xR,, Hrse R, %AAi’ﬂ’:ﬁJ\*ﬁﬂPBﬁ#MEHRE’J'IEE’FQ% aeR
FMeeX HFEMZEEN;
® O HMHEEMNIMHMER (a.0)eR, xR, o
RHEELS TR EEUR ALK 5 0 #IZE5,

3.2 BlRARAE

NS 1.2 SR AR AR R, X T AR AR R R R B I S, A RIS NN R AW
UEH, DUk 2 88 12 o 5 SRS AR AT it 0, i B A 2R KP-ABE 1fidlE CP-ABE. RHitt,
ASLLL KP-ABE Jy2kfitt, (ERG AR T AAIE 1A 2 RN SR 1 ] 4 3% 7 %€ RP-ABSE, LA
IR TR, ARSI T PR

(1D FE 1 %5 T REVINEERVEA PR, hEEF, SQL 51 8EHAT, M TAMRZE ALY
msk A pk s FFHF pk FERGE P A B TR R SEINE R Berh, R 517 BONEUE 7Bl — 2 s [ 2
FERGE PRI A, RIS 0 O BE LR 1 s 1F 9 msk 19— B3

(2) k2 45 TP RAA REE R BAROPER, FLFaAh SQL GHEEIGT sz R e R
P55 AR R 1D H A S ) B o B AL R BT D B )i, R T JRGCRATF & 2 SamplePre () R V1%
PP A R AR 1 E AR 9 AL

%% 1 Setup Hik % 2 GenKey Hik
Table 1 Algorithm Setup Table 2 Algorithm GenKey
Algorithm 1 Setup(n)— (pk,msk) Algorithm,2 GenKey (insk,ID)—> sky,
1. Generate R, :Zq[x]/(x” +1) according to # ; 1. Computea,, =a+((0,0),h(ID)g):
2. Generate (aﬂR)(— TrapGen (Rq ); 2. Sample/T;y < SamplePre (am, R,u,h (ID)) , where T,y

3.Randomly choose u,seR,, and select a hash function sdsistiestay, Ty =u 5

. 3. return sk, =T, o
h:{0,1} > R,

4. return msk = (R,s, /) Al pk=(Rq,a’,u).

(3) Bk 3 45 1 B SCEAR I 1) 58 B0 13, FLt BRFA SQL 51 B8P AT, FH¥ % SO R A7 i 7E
BT . ZEIEEE S RSy, HP S N T 13 8, H T RIEA & BRI F
B A (o) AN R FEAES (e}« BRI 4 5, T A2 ok BT
%, AR ek HENTE L =1 s+ ekq/2]+e's BLALH ek 22 H T X0 80 7 BOF AT RPN 1) %8, R
B BRI S50 R 5| B AERARUTHD, A R Pk 51255 55 M fide 2% 500 7 B

(4) Bk 4 250 7 E0MPE Rl R ) AR BT DR, L BRFA SQL 51 AT KK FH - RS 1)
WIER RIS A S ML B EIUE, AN SBRRE S . ZEEs A=
7, B ERA R N AR 154, S T AE B R S A R R, 1R R SR 11 R 2R 51 ) 1 A 4
6 545 w2 H T AR M SRS B LR B AR S AE TR IZIRE FR /N SRS AR B 5N AR N 2 & 51
B 5 F& R EILE O NATREVE 5 sk RBRE; BN T 5 2, HTENZH P4
FRAR SR,/ TR EYR 0 S A FRE AL X IR AR s MRS 22 28 B = X LR 6-7
., HTARINES s =(.8), Hihe RATHSERHATECSHARREN S, HibEH
Wk kBB EIRE RS, AT SIEEHE S e 2H TRRILEM S

%% 3 Encrypt 5k % 4 GenQuery 5iZ
Table 3 Algorithm Encrypt Table 4 Algorithm GenQuery
Algorithm 3 Encrypt (msk, {att, },\:71 , r,ek)—) ({c‘ }Zl ,c') Algorithm 4 GenQuery (msk,IT,ID)— ({T, bt et » @ f)

1. for ie[l,N] do;
2. Compute a} =a' + ((0 0), 4 (att,)g' ), and generate

1. Generate M e {—1,0,1}'“’ < SPMGen (IT) , and randomly

choose a vector r=( +z,---,7,)e R, further compute
¢, =ajs+e, , where; A=M-r;

3. end for 2. for att, eI do

4. Compute ¢'=z-s+ek-|g/2 |+, where ¢'eX; 3. Extract T, <—SamplePre(aj.,R,l‘,h(att,.)) s.t.,



4. return ({c, I ,C'), al T =1;
4. end for
5. Randomly choose s'eR 0> further compute

¢"=aly-s'+(e") and t=r -s+u-s'+¢", where
ee"eX

6. Compute & =hy, -s'+e, , where ¢, eX ;

7. Compute & =(r;+7)-s+e,, where ¢, €X ;

8. return ({T, }MErI Jop.E=(8.4, ))
(5) 8L S5 st TR R R B B tyit, Fd B R G AT . RBA &l B = 5l
F RS T, AR 2 A m R R R TR R M, LRI AT (), A
V. 280 var e, T d =c, T =(a)-s+e) T =4 s+e -7; B, A () &
a=(@), . LI ERIALE o, B

p=(M)"-d=(M")’ .(M'-r-s+(ejr,)m Ez): (10,+,0)- -5+ el = (5 4 s, €T,
BEAh, ZIRAMERE L AL SQL G IR ALK ¢, KA E R T ILHL R D), RITHE |p-¢|, #iZ
uflé/‘]{E(/?IEIL:IEE%E(J’ m”ﬁ‘¢—§z‘=(4+r)~s+Zef~Ti—(1fl+r)~s—ev Zejf—ev ’ J,H.'.Xﬂ‘alie[l,n], lZé@Xﬂ‘{E

R Z R o - A ZBRH AL [p-4] <q/4 o X TRERICT, HZREITELRD), WK H 215 % 0%
W BEBH A= +&=1-s+ck|q/2)|+hy,-s'+¢+e, » FHHIH (p.6) NI Lo W TCBUALIAE L -

B, WUCEC R N 2 B s = B A E — i ROR R T o ABREE NS, SRS HE R
WARE) H R A A B S S P FRIRAGEE, % RS AIE: R, B o5 2 450
WEIEARNT N, AT A AN S H oy JAIN e R v SRR R A, X I 24
WSCHAT AT v IR INE

(6) % 6 i 7 HUR M % LN RAAPEZ PR, HAER P ot AT . &5, BB Ak
EHAHITE e, Wa=c"1,= (aiD ~s'+(e”)')TID Nu+hy) s +(€") Ty ZJfa, AIFE

'=p—t=(r+7)s+ zej~T,—r1~s—u-s'—e"=r-s—u~s'+ Ze;-T[—e”

att; X att; X

i P

=t+d =7-s—u-s'+QNELL e +(uthy ) 5"+ (&) Ty =r-s+hy s+ D e T —e"+(e") - Ty,
atles

att;e%

ZJ5 s S e AR 2 A Rouna(e — ) RSZ, B Round (¢ —1")= Round (ek | 4 |+ @ )=ek , e,
e=cte,+ . e T —e" +(e"V I3 /Round (¢ — ") AT LR A - (- i D REEEET 0, I ek
Hos i AR 00 e WIVEN 1. AL, o RO T o <g/a DURIERRS ERPE . B, AP TR
ek X 185 B 7 BOE AT R AE

% 5 Retrieve 1% # 6 Decrypt 519
Table!S Algorithm Retrieve Table 6 Algorithm Decrypt
Algorithm 5 RetiréVe ([I,M, {Tm‘gn },Z, {e }m’EZ ,f,c')—> (¢.¢) Algorithm 6 Decrypt (skp, @y, ¢,¢) —> ek
1. According to the authorized attribute set = , the 1. Compute d'=c"-T}, ;
candidate reversible submatrix M'c M can be 2. Compute ¢'=¢p—-t,and generate 1" =¢'+d’;
retrieved from M ; 3. Compute ek =Round(¢—¢");

for att,eX do 4. return ck .

2
3 Compute d,=c,-T;;

4. end for

5.Let d=(d,),,, »and compute p= (M’);' -d;
7.if [p-&[, <q/4 for je[l,n] then

8 Compute the updated ciphertext ¢ =c¢'+ & ;
9 return (¢,¢);



10. else return | .
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12 5| IR B SR IS B N A AT P& 4 (Existential  Unforgeability against Chosen-
Policy Attack, EU-CPA) : ZARFEHATR 1 BIMEALT-5% 2] 1 5 HoAt 5 17 SREMS AR ZH 7€ 1 R 51 A ik S ik
WIEIE TR 9l B EIE . AT A R AI PR & 2 B SR, R s

(D) ¥Eth: SF A SEREERHERK D, Z6EDEE M RESRS, M 2048

— RG] an”

(2) WHE: i B B Setup HILKRAEM ARG AH, #— P Encrypt Hik R NG € K5I
FRESAERNEZRI TR, REURGEAHNINERG FRRIEEA

(3) %2 A %fXTKHEI’JHﬁBﬁi?@IQ@ EUEE ), A an e A AR B4 1H H], B
il GenQuery ﬁ/zﬁiﬁk%‘?l THRIEES, B RKIERA
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EB: RAFAE— A Z I ST A AT EUAS T 20 (R 3 feth it 5 45 2 50 1 % MK 2R 51 2
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K65y, 2ESELLET ARIIFRa
(2) BEBIEG: B A RAISIS M S MR (a7,r), BH a' =a - ((0.0).h(att )g), FFBEHLILEE
seR,: WA, BARGIES () ABINERGI 7B, MEXicN], e =a s+e, H,
a WL a) =a'+((0,0).h(att,)g), & X RFEHLLFERT: B, B¥ra M} KIXLA
(3) “FABTBL: A 184N RIS m MU AR R - IR B KA, b A E RG] an”,
AL oo s X TREOCA AN BHUTLL T A5
1) A M el 011« SPMGen (11,) , FEAEBENLIA S v = (; + 7., )e R
2)  WEMEG, ) =M T
3) T vatt\eTl,, BVjlH R-SIS Mi S MR T, ifHal 7=, Hrp
ai=a’ + ((0,0),h(att,.)g’);
4) BJE, BH{T),  KIEEA
(4) PhitbrBe: BB B BENLILEE » fE NP IL MG, A TihiE —MERM RS EillEIEE S
), TR, ), L 5 s RN R SR ILRCAE R B R . DR B
B R 22 B AR R
1) BWERESH =/ -
2) M T vat,es/att’, BERA NEXNBI T WHAL(|T|<p, A& T A, BIHE
F=r'+a)-T;

3) XMTFRIa', B¥r=r-+Y al T RIEREA, FERA & 18

att; es'/att”



Zan‘ez,/m, a T+a T =/ +7, RERT W Ea -7 =, H HTH <pfo
it fE LR OyERBeh, EEMEE () REA 5B BRI HEAHER, HIRBRZ A
B H R G E P 01 IRIZAT GenQuery BVER BEALESZETAE AT [FI 7L 50 R 4856 brig 47
A TCIRERE - BOMEL, BRI B S (7 + o) ROR S A AR B RS A IAAMILS . ORISR R R
(K, MEWE L a1 =r H|r|<p, Bk w7 {5 R-ISIS BRESE BRI . XA B KL A
Advy g (B)= AdvirSha, (A )= 00 SRTM U T ANAEAEAT 5 22 T [B] 5092 P SR i R-ISIS i), Rk
Adv, s(B)<0 o
218 @Ak
20, ARSCUEM T PR R G000 215 X A T4 B P AR IR, ZFRHER IR 1% A
HEER RS AT 2 H IR SRR . ARSI P52 G2 (035 S 24 08 SUONAE AT SIS AT A
AW IR BRI SC B FANAT X 3P (Indistinguishability with Policy and Adénfity “\Queries against
Chosen-Plaintext Attacks, IND-PIQ-CPA), HuI#iw i FETF A SHkigE B Mg ZE:
(D) WA B A BB P ARR D
(2) wEHB: BN Setup FIEERA IS H (a'.0'), IFKHILRAEA ;
(3) FAWE: A HXIAFRBIHPFPRR D - S HE E  MEEISIT LW, X TRKE
W, BAMMPMRIIT, « MERLTBIERE (o}, ., » BURHE TR B TR S (1), | M
B o, =(c"1), HFID=ID;
(4) BRERBTBL: A EEEANTEE my Fom, , FFBENLRESE UG RlSERg 1 B BENLIZHE b < {0,1}, IF
L Encrypt 5321 GenQuery HEAE N R 51 7 Befifik % 240, JRRH LS A
(5) FEMEE: A FHAE e e {01}, # b =4 PAAE R ZE IS R TRk

14 2(IND-PIQ-CPA) 7£ R-DLWE HMiBik T AR BSR40 % R E T A R FFR A & i)k
BFHAXKETHIEYRE,

tt; €T

UEBH: AR AELE 2 T I [T A W] DAAS 1] 22088 PRI 3876 A S I R AR 1R 2 1) () e 38 B S s 1 mf
IR P S0 R HTE 24, B Advpte ™ (A )20« ATEHIH HAR T A IILHRIGIE L 3
B KR f# R-DLWE [, RI%Z5 @& R-DLWE I SEHLO, BRI #O 20, st 0, » A B, BHI
Py ] R-SIS Wi 5 LR IREL SR T elbil S A AT — I (a%,u) AT JE R M & . B RAIE a0 F
7N
(D WG B /ACERICEBGE A AR IR D
(2) WEMBL B OKRIKIBRAR L] (x,y)e R xR o 2 X = (3, ) Y = (03, 1)
o BIFRENLIESE seR, KB AKSH W =x, o MRAFE L =x, MAILE 2 =x - ((0,0).7g ) &
J5i s BJ%(a’,u*)/A\#ﬁé{a\A;
(3) 2Bk A XA FERH AR IR D = D", S 1% 8 o SRR 11 AW iH . 0T
RAEW, B ECHERINE R FBRMS S AR, HPRINTIR:
1) it van, enn, AEMMERIFBc=a's+e, HHHeeX;
2) 5T ek Bﬁ*ﬂjﬁﬂir,hmeRq FeeX, #ﬁilﬁi&?ﬁ%i5:r~s+h(ID)~s’+e’+ek~Lq/2J;
Hik, BAEMRIIEWEIES SWESE, HAKDERNTIR:
1)  BZAEMM «SPMGen(11), FHAEMr=(r+z0nr)s WHA=Mr;
2) T vatt, e, Vil R-SIS M H MUK 7, 15 a7, =4 5
3) i =al, s+ (") Me=r-s+u-s'+e, aiD:a'—((O,O),thg‘), s'eR, A (e"),e"eX
e B HLIEFE
U, B 0 Ui R-SIS Wi 5 MR 7, (815 al, - Ty =u'hy s BOE, BHF o), 64T, po¢st



T, KIELA 5
(4) PRERBTBL: A EEEATEE my Mom, , FFBENUIRE VTR SEIE 1 B 4T LT AP ER:
) T vat)en’, W =a)s+e FRMERITEL Hrfal=a'+((0.0).h(at; g )
e eX M natt) )R, NFEHLEFEL;
2) BENLILERE < R, FAEM G HAE L =" 5+, +m. | q/2];
3 WE =y, HER =5 s+
O ORUR KRR
() WM EE: A ST, F o b, WBHIM 1 K2 IHIH 0.
BT BIRRR, W] A G SLEEAT 4 AT
(1) #0=0,, MPFERIH R-DLWE SEHIH L y = x5 +e X T HREEHI T IEEME s eR,, X
MR FIT AL A PR 2 1 A B S SO S AU LT IR R B 2

Wy * _ *
¢ =x" s (e e )=a,, s e
. * v

t =n-s+x-8 +te=n-s+tu s +e

F=t s+x,5 +e,+m. | q/2|=7"-s+h" 5" +e, + b 12

A A AT DL ZIEALH Advpena™ (A )z o5l o°, Bly =5, WB W FINHo=0: Fit, B
Kf# R-DLWE [ I HEZE A Pr[ 6/ =57 020, | =1+ Advpyan™ (A )2+ 0y

(2) #0=0,, MSEH (x,y) WEEHLIEFER, X EIRENER) 205 % HE R E S HARH
IERTE, B A IERRTIN S o BRI /2, A B 3K# R-DLWE [ f I # 5 0y
Pr[b'=b"|0=0,]=1/2;

BT R FE LT, B SRR R-DLWE MR N

AdVepiwe (B) = Pr |:b' = b*] _%

Pr[b =5 |0= 0/ | PHORO, ]+ Pi[b'=b"|0=0,]-Pr[0=0, ] —%

(20 2)2e

SRTT, AHTAATAEA R 2 Dbak i () 532 0T DLAS ] 2088 L 35K Sk fif R-DLWE i) @, [Rl A
FEAE 2 T 2 TR BT AN B A ) DRGA AR IR TR B0 RG24, B Adviema ™ (A )< 0.

ACHTHE RP-ABSE /74884 )X R 5 % SQL & )i 5 AHE AL /Y, AHEE T4 451 ABSE 7%,
FAESCRERT P S GERLER, 0] SO T 2h SR s ks = AL, maRfRisRn 807 kR, RE
%TT RAETNEE FANAEEAE, B = 0 X [A) ) 8 S5 R R N BE M SCRF, (H AR H L, XL Re
A PTRESEIL, GV UNSCHR[4ST AT E U VERE NS LL B G R, SCHR[46]7E A PRS2 I 1 B A T
A, fEAR TARF, AR SCABELGEA R Rl b om ) & ) Sk I RIA /e 71, Wit SCRFRR
CEME” DAKEiEYE SR AIE BT ANET . WEEIX AR, WA SR = 30% .
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B AL B AR R PR B BT R RI3E 5 DA R S A M B e Bl 2 4 TR B B4R,
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ALEHE e 20 LIS L O¢ R 508 22 b SQL B AL, 1Z M 7E 5% R R S FF 2 R B FA - BLAT
fiti, WEIEEEFA SQL 51 %44 SQL Hu¥s PR 2 i N B AL SQL 25 1) 15 ) 0] 25 A Hiai b A7 At kL B (1) 2%
AT ZRAREE . SR, 4T S0 REAR R VMAE AR R A EEe 8 —55 8, KRR AL
Bl A AN IE A KBS, R E. 280 EAF AR 2 H e bk, =2
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