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ABSTRACT  Spatie:téniporalerowdsourcing refers to the use of a variety of Internet of Things (IoT) devices distributed
across industrial ¢hyirenments to collect and transmit spatio-temporal data related to industrial operations. Unmanned Aerial
Vehicles (UAVs) playla.efucial role in further collecting data from IoT devices in spatio-temporal crowdsourcing tasks. In the
realm of industrial ToT energy management, the allocation of spatio-temporal crowdsourcing resources to UAVs represents a
significant challenge. Traditional approaches to this problem have focused on optimizing the Age of Information (Aol) to
ensure timely and equitable data updates. Nonetheless, these methods often overlook critical operational constraints such as
UAYV no-fly zones and the potential for data interception by eavesdroppers, both of which can have a detrimental effect on the
freshness and integrity of the information being gathered and transmitted. To address these shortcomings, this paper introduces
a novel deep reinforcement learning-based framework for UAV spatio-temporal crowdsourcing resource allocation. Our

approach specifically aims to minimize the average Aol across the network while also reducing the energy consumption of IoT
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devices. This is achieved by incorporating the spatial constraints imposed by UAV no-fly zones and by actively managing the
transmission of jamming signals to mitigate the threat posed by eavesdroppers, thus ensuring the security of the data. However, (1]

the allocation of spatio-temporal crowdsourcing resources for UAVs is highly complex and still presents several challenges.
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The types of decision variables are numerous, and their numbers increase linearly with the duration of the service. Furthermore,
(2]

the relationship between the performance metrics of the system and the decision variables is intricate, and there is a need to

meet appropriate quality of service requirements. The problem is formalized as a Markov Decision Process (MDP), which
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networks to achieve the best possible outcomes in terms of Aol, energy management, and security. Iniconclusion, dur research
contributes a robust and intelligent framework for UAV resource allocation. The demonstrated efficacy of the SAC algorithm

in this context paves the way for its future application in other domains where secure, efficient/ and-intelligent resource
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Table 1 Training parameters in SAC algorithm

Network 1L number/su_e/acuvalmn HL number/size/activation function OL number/sa_e/actwatlon
function function
Policy network 1/4N + 4M/NA 1/(128, 128)/(Relu, Relu) 2/(4N + M, 4N + M)/(Tanh, Tanh)
Q-value network 1 1/8N + 5M/NA 2/(128, 128)/(Relu, Relu) 1/1/NA
Q-value network 2 1/8N + 5M/NA 2/(128, 128)/(Relu, Relu) 1/1/NA
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Fig.3 Simulation experiment scenario and UAV trajectories. (a) Initial scenario; (b) Two-dimensional eptimal UAV
trajectories; (¢) Three-dimensional optimal UAV trajectories
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Fig.4 Algorithm performance of SAC, TD3, DDPG, and random algorithms. (a) Reward versus episode; (b) Average age of
informationyversus epiSede
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Fig.5 Age of information for IoT devices after the optimization of SAC algorithm.
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Fig.6 Optimal UAV number decision. (a) Average age of information versus episode under different UAV numbers; (b)

Optimal average age of information versus UAV number after 10000 episodes
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Fig.7 UAV trajectories with five UAVs. (a) Two-dimensional optimal UAV trajectories; (b) Three-dimensional optimal

UAV trajectories
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